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1. IPS NG

1.1. Introduction

1.1.1. SCIOPTA Real-Time Operating System

SCIOPTA is a high performance fully pre-emptive real-time operating system for hard real-time application available
for many target platforms.

Available modules:
• Pre-emptive Multitasking Real-Time Kernel
• Board Support Packages
• IPS - Internet Protocols (TCP/IP)
• IPS Applications - Internet Protocols Applications (Web Server, TFTP, FTP, DNS, DHCP, Telnet, SMTP etc.)
• FAT File System
• Flash File System, NOR and NAND
• Universal Serial Bus, USB Device
• Universal Serial Bus, USB Host
• DRUID - System Level Debugger
• SCIOPTA PEG - Embedded GUI
• CONNECTOR - support for distributed multi-CPU systems
• SCIOPTA Memory Management System - Support for MMU
• SCAPI - SCIOPTA API for Windows or LINUX host
• SCSIM - SCIOPTA Simulator

1.1.2. SCIOPTA Safety Kernels

SCIOPTA provides a Real-Time Operating System for some CPU families which is certified according to IEC 61508
up to SIL3, CENELEC EN 50128 up to SIL3/4 and ISO 26262 up to ASIL D:

IEC INTERNATIONAL STANDARD 61508
Edition 2.0 2010-04
Functional safety of electrical/electronic/programmable electronic safety-related systems
Part 1: General requirements
Part 2: Requirements for electrical/electronic/programmable electronic safetyrelated systems (in addition for INT
Kernel)
Part 3: Software requirements
Part 4: Definitions and abbreviations

CENELEC European Committee for Electrotechnical Standardization FprEN 50128:2011
Railway applications
Communication, signalling and processing systems
Software for railway control and protection systems

ISO International Organization for Standardization 26262
First Edition 2018-12
Road vehicles – Functional safety
Part 2: Management of functional safety
Part 6: Product development at the software level
Part 8: Supporting processes
Please consult the SCIOPTA Kernel Manuals for more information (Ref. [krn] and [krnsys] ).

1.1.3. Purpose

The SCIOPTA Real-time Operating System includes a TCP/IP communication stack (SCIOPTA IPS) specifically

IPS Manual

37



designed for embedded systems.
The purpose of this SCIOPTA - IPS Internet Protocols - manual is to give all needed information how to use the
SCIOPTA TCP/IP communication stack in an embedded project.
After an introduction into the techniques and concepts used in SCIOPTA IPS, information about the interfaces to
access the IPS functionality are given. Furthermore you will find useful information about system design and
configuration. You can also find a complete description of the IPS Function Interface.
Please consult also the SCIOPTA Kernel Reference Manual and SCIOPTA Architecture Manual.

1.1.4. Terminology

1.1.5. CPU architectures

SCIOPTA is delivered for many CPU architectures such as the various Arm Ltd. families, RX (Renesas ), Power
architecture (NXP, STM), Blackfin (Analog Devices) and Aurix (Infineon). Please consult the latest version of the
SCIOPTA Price List for the complete list or ask our sales team if you are missing a specific architecture.

1.1.6. Supported Processors

SCIOPTA version CPU families

V1 Kernels ARM and Coldfire (active), PowerPC (inactive) (all assembly)

V2 Kernels Analog Devices Blackfin, Renesas RX and RXv2, Infineon Aurix
and ARM64 (all mainly C)
ARM (assembly)

V2 Kernel INT PowerPC (assembly)
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2. Structure

2.1. Introduction

For SCIOPTA system it is a good practice to place processes in different modules to create a logical structure
which divides processes into different functionalities. In our delivered examples we use 4 modules:

• System module - contains basic processes

• Device module - contains network device processes and also other devices processes, such as USB drivers,
serial port drivers, etc.

• IPS module - contains all IPS NG processes

• User module - contains routing configuration process and other user processes

Above structure is not mandatory and can be adjusted to user needs, including placing all processes in a single
system module.

Figure 1. IPS System configuration with four modules

2.2. System module

2.2.1. Introduction

There is always one static system module in a SCIOPTA system. This module is called system module (sometimes
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also named module 0) and is the only static module in a system.

Figure 2. IPS system module "HelloSciopta"

2.2.2. Init Process

The init process is the first process in a module. Each module has at least one process and this is the init process.
At module start the init process gets automatically the highest priority (0). After the init process has done some
important work it will change its priority to the lowest level (32) and enter an endless loop. Priority 32 is only allowed
for the init process. All other processes are using priority 0 - 31. The init process acts therefore also as idle process
which will run when all other processes of a module are in the waiting state.

The system module init process is automatically generated by the SCIOPTA SCONF tool. The process code can be
found in the file sconf.c.

For the system module init process you only need to define the stack. A good starting point would be 512 bytes.
You could optimize this stack by doing a stack analysis using the DRUID system level debugger.
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Figure 3. System module init process

2.2.3. Default Pool

The size of this pool depends on the system design and requirements.
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Figure 4. System module default pool

2.2.4. System Tick Interrupt Process

The interrupt process for the system tick needs to be declared.
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Figure 5. System module tick interrupt process

2.2.5. System Deamons

The SCIOPTA kernel daemon (sc_kerneld process) and process daemon (sc_procd process) are needed in
dynamic system and are placed in the system module. The SCIOPTA log daemon (SCP_logd process) is optional
and logs the IPS events.
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Figure 6. System module daemons

2.3. Device module

2.3.1. Introduction

In a well structured IPS system, and if there is enough target memory available, it is good design practice to place
the device drivers in a separate module. In the SCIOPTA IPS NG examples we have done so and called this
module "dev".

IPS Manual

44



Figure 7. Device driver module "dev"

2.3.2. Init Process

Similar settings as for the system module init process. Please refer to Init Process

2.3.3. Default Pool

The pool parameters must be designed to fit the requirements of the device driver message buffer sizes. The main
device driver for IPS is the ethernet driver. Therefore define one buffer size to be slightly higher than a ethernet
frame.

IPS Manual

45



Figure 8. Device drive module default pool

2.3.4. Ethernet Driver Process

Depending on the needs of a particular network device you need to declare some processes here that form device
driver, such as a prioritized process and interrupt process.
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Figure 9. Ethernet device driver priority process
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Figure 10. Ethernet device driver interrupt process

2.3.5. Loopback process

The loopback process is for local host connections and is declared in the device module. The loopback device is
optional and is required only if there is a need for processes to communicate locally via IPS NG stack.

Loopback device is provided by IPS NG stack.
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Figure 11. Loopback process

2.4. IPS module

2.4.1. Introduction

The SCIOPTA IPS NG TCP/IP stack resides in the "ips" module. The IPS module includes the following processes:

Mandatory process:

• SCP_link

If IPv4 protocol is used:

• SCP_ipv4

• SCP_ipv4Frag (optional for IPv4)

• SCP_icmp (optional for IPv4)

If IPv6 protocol is used:

• SCP_ipv6

• SCP_ipv6Frag (optional for IPv6)

• SCP_icmp6 (optional for IPv6)

IPS Manual

49



If user needs to receive all IPv4 packets or send an IPv4 packet directly:

• SCP_rawipv4

If user needs to receive all IPv6 packets or send an IPv6 packet directly:

• SCP_rawipv6

If UDP protocol is used:

• SCP_udp

If TCP protocol is used:

• SCP_tcp

If BSD sockets emulation is used:

• SCP_scbsd

If TLS protocol is used:

• SCP_tls

NOTE The order of declared IPS NG processes must be kept according following rules:

• Link process is always first

• IPv4 and IPv6 groups follow link process. These groups can swap places.

• Within IPv4 and IPv6 group only frag and raw processes can swap places.

• UDP and TCP processes (can swap places) follow IPv4 and IPv6 groups.

• SCBSD and TLS processes (can swap places) follow UDP and TCP processes.
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Figure 12. IPS NG stack module "ips"

The relationship between processes is shown on below diagram and follows the OSI model. Although the diagram
suggests it, the SCP_tls does not need SCP_scbsd, because SCP_tls communicates directly with SCP_tcp or
SCP_udp.
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Figure 13. IPS NG stack processes hierarchy

2.4.2. Init Process

Similar settings as for the system module init process. Please refer to Init Process

2.4.3. Pools

IPS NG uses three pools for messaging. The size of these pools depends on system design and timing issues. A
good starting point is to use all remaining data memory of the module and divide it between inpPool, outPool and
ctrPool. Use the DRUID pool analyser to optimize the pool size.

2.4.3.1. Output message pool

This is the message pool for outgoing netbufs (packets).
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Figure 14. IPS NG module output message pool

2.4.3.2. Input message pool

This is the message pool for incoming netbufs (packets). The size depends on the transmit window size, the
protocol (TCP/UDP) and the number of connection.
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Figure 15. IPS NG module input message pool

2.4.3.3. Control message pool

This is a specific message pool for all control messages in IPS NG.
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Figure 16. IPS NG module control message pool

2.4.4. SCP_link Process

SCP_link process acts as a link between network devices and IPv4 and IPv6 protocols. Network device drivers
register themselves with link process and send received network packets to the link process. The link process
sends network packets to IPv4 or IPv6 process.

Apart from IPv4 and IPv6 protocols, which are part of IPS NG, user can register any protocol with SCP_link
process and SCP_link will forward packets received from network device driver to the user process.

Refer to Link Configuration for details about writing SCP_ipv4 process.
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Figure 17. IPS NG module link process

2.4.5. SCP_ipv4 Process

SCP_ipv4 process does all the IP version 4 protocol functions in IPS NG.

Refer to IPv4 Configuration for details about writing SCP_ipv4 process.
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Figure 18. IPS NG module IPv4 process

2.4.6. SCP_ipv4Frag Process

SCP_ipv4Frag process is responsible for assembling fragmented IPv4 packets and diving large IPv4 packets into
fragments. Use of this process is optional.

Refer to IPv4 Fragmentation Configuration for details about writing SCP_ipv4frag process.
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Figure 19. IPS NG module IPv4 fragmentation process

2.4.7. SCP_icmp Process

SCP_icmp implements the Internet Control Message Protocol in IPS NG. It communicates error messages and
other conditions that require attention. This process is optional (but recommended) if UDP and TCP are not used.
Otherwise it is required.

Refer to ICMP Configuration for details about writing SCP_icmp process.
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Figure 20. IPS NG module ICMP process

2.4.8. SCP_ipv6 Process

SCP_ipv4 process does all the IP version 6 protocol functions in IPS NG.

Refer to IPv6 Configuration for details about writing SCP_ipv6 process.
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Figure 21. IPS NG module IPv6 process

2.4.9. SCP_ipv6Frag Process

SCP_ipv6Frag process is responsible for assembling fragmented IPv6 packets and diving large IPv6 packets into
fragments. Use of this process is optional.

Refer to IPv6 Fragmentation Configuration for details about writing SCP_ipv6frag process.
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Figure 22. IPS NG module IPv6 fragmentation process

2.4.10. SCP_icmp6 Process

SCP_icmp6 implements the Internet Control Message Protocol version 6 in IPS NG. It communicates error
messages and other conditions that require attention. This process is optional (but recommended) if UDP and TCP
are not used. Otherwise it is required.

Refer to ICMP6 Configuration for details about writing SCP_icmp6 process.
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Figure 23. IPS NG module ICMP6 process

2.4.11. SCP_rawipv4 Process

SCP_rawipv4 is a special process which allows user to receive a copy of all incoming IPv4 packets and send an
IPv4 packet.

Although user can register any OSI model network layer protocol with SCP_link process to receive and send its
packets, it is impossible to do so for IPv4. The reason for this is the fact, that SCP_ipv4 is already using IPv4 and
SCP_link allows only one process per OSI model network layer protocol. To solve it, SCP_rawipv4 is placed on the
same level as SCP_tcp or SCP_udp process in the hierarchy of IPS NG processes, with the exception that
SCP_ipv4 will forward all IPv4 packets to SCP_rawipv4, while SCP_tcp or SCP_udp get only TCP or UDP packets,
respectivelly.

Refer to RAW IPv4 Configuration for details about writing SCP_rawipv4 process.
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Figure 24. IPS NG module RAW IPv4 process

2.4.12. SCP_rawipv6 Process

SCP_rawipv6 is a special process which allows user to receive a copy of all incoming IPv6 packets and send an
IPv6 packet.

Although user can register any OSI model network layer protocol with SCP_link process to receive and send its
packets, it is impossible to do so for IPv6. The reason for this is the fact, that SCP_ipv6 is already using IPv6 and
SCP_link allows only one process per OSI model network layer protocol. To solve it, SCP_rawipv6 is placed on the
same level as SCP_tcp or SCP_udp process in the hierarchy of IPS NG processes, with the exception that
SCP_ipv6 will forward all IPv6 packets to SCP_rawipv6, while SCP_tcp or SCP_udp get only TCP or UDP packets,
respectivelly.

Refer to RAW IPv6 Configuration for details about writing SCP_rawipv6 process.
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Figure 25. IPS NG module RAW IPv6 process

2.4.13. SCP_udp Process

SCP_udp implements the User Datagram Protocol in IPS. It needs only to be included if UDP is used. It requires
SCP_ipv4 and/or SCP_ipv6 processes.

Refer to UDP Configuration for details about writing SCP_udp process.
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Figure 26. IPS NG module UDP process

2.4.14. SCP_tcp Process

SCP_tcp implements the User Datagram Protocol in IPS. It needs only to be included if TCP is used. It requires
SCP_ipv4 and/or SCP_ipv6 processes.

Refer to TCP Configuration for details about writing SCP_tcp process.
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Figure 27. IPS NG module TCP process

2.4.15. SCP_scbsd Process

SCP_scbsd implements an emulation of BSD sockets interface. Its use is optional and requires SCP_tcp and/or
SCP_udp processes.

Refer to SCBSD Configuration for details about writing SCP_scbsd process.

IPS Manual

66



Figure 28. IPS NG module SCBSD process

2.4.16. SCP_tls Process

SCP_tls implements communication over TLS protocol (Transport Layer Security). Its use is optional and requires
SCP_tcp and/or SCP_udp processes.

Refer to IPS/TLS Integration Manual for details about writing SCP_tls process.
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Figure 29. IPS NG module TLS process

2.5. User module

2.5.1. Introduction

For the SCIOPTA IPS NG examples we have placed the application processes in a separate module called "user".

IPS Manual

68



Figure 30. User module "user"

2.5.2. Init Process

Similar settings as for the system module init process. Please refer to Init Process

2.5.3. Default Pool

The pool parameters must be designed to fit the requirements of the user processes message buffer sizes.

2.5.4. User processes

Declare here all static user processes and choose the parameters to fit the requirements of your application.

2.5.5. Routing process

For IPv4 communication, a network device must have at least an IP address and a netmask to be able to send data
on a TCP/IP network.

For IPv6 commumication, a network device must be added to the pool of interfaces managed by SCP_ipv6.

This can be done in a routing process (SCP_route) which we have placed in the "user" module in our standard IPS
examples. The code of this routing process can be found in the route.c file. User is free to modify route.c according
to their needs.
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Figure 31. Routing process SCP_route

3. Configuration

3.1. Link Configuration

3.1.1. Process declaration

You need to declare a link initialization process SCP_link. The only function of this process is to call the IPS-internal
LINK function link_process.

Syntax

void  link_process ( void );

Parameters: none

Example

SC_PROCESS( SCP_link)
{
Ê link_process ();
}
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3.1.2. Configuration header

Link configuration includes following options in ips_config.h:

IPS_CNF_LINK_RAW_ENABLED If non-zero then enables sending a copy of every packet received from
network devices to a user process which registered for protocol
IPS_P_ALL.

IPS_CNF_LINK_LOGD_ENABLED If non-zero then enables log messages from link process.

IPS_CNF_LINK_LOGD_LEVEL Log messages level. See logd.h for possible values. To get all messages
use LOGD_ALL

3.2. IPv4 Configuration

3.2.1. Process declaration

You need to declare an IPv4 initialization process SCP_ipv4. The only function of this process is to call the IPS-
internal IPv4 function ipv4_process with configuration parameters.

Syntax

void  ipv4_process  ( const  ipv4_conf_t  * ipv4_conf );

Parameters

ipv4_conf IPv4 configuration parameters. Refer to ipv4_conf_t for details about this structure.

Example

const  ipv4_conf_t  ipv4_conf  = {
Ê /* ARP refresh */                                          5000,
Ê /* arpcache entries */                                     4,
Ê /* send ARP replies to broadcast HW address */             0,

Ê /* Address colission detection (RFC5227) */
Ê /* initial random delay (seconds) */                       1,
Ê /* number of probe packets */                              3,
Ê /* minimum delay until repeated probe (seconds) */         1,
Ê /* maximum delay until repeated probe (seconds) */         2,
Ê /* delay before announcing (seconds) */                    2,
Ê /* number of Announcement packets */                       2,
Ê /* time between Announcement packets (seconds) */          2,
Ê /* minimum interval between defensive ARPs (seconds) */    10,
Ê /* address conflict policy */                              IPV4_ACD_CEASE_IP_IMMEDIATELY
};

SC_PROCESS( SCP_ipv4)
{
Ê ipv4_process( &ipv4_conf );
}

3.2.2. Configuration header

IPv4 configuration includes following options in ips_config.h:

IPS_CNF_IPV4_PKT_CACHE_SIZE Size of IPv4 packets cache. The cache holds outgoing
packets until IPv4 packet routing is available.

IPS_CNF_IPV4_FRAG_ENABLED If non-zero then IPv4 process supports packets
fragmentation. For this feature to work it is necessary to
add SCP_ipv4frag process also.
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IPS_CNF_IPV4_FORWARD_ENABLED If non-zero then IPv4 process will route packets between
network devices, effectively working as a router.

IPS_CNF_IPV4_ARP_MAX_PROBES Specified the maximum number of ARP probes sent to a
destination IP address before giving up and discarding
an outgoing packet.

IPS_CNF_IPV4_ROUTER_ROUTE_WAIT_ENABLED If non-zero then enables a feature which allows user
process to wait for a route to the specified destination
address to become available.

IPS_CNF_IPV4_STAT_ENABLED If non-zero then enables collecting statistics by
SCP_ipv4 process.

IPS_CNF_IPV4_RAW_ENABLED If non-zero then user process can, by using
SCP_rawipv4 process socket interface, receive a copy
of every IPv4 packet that SCP_ipv4 receives from link
process, or send an IPv4 packet.

IPS_CNF_IPV4_LOGD_ENABLED If non-zero then enables log messages from IPv4
process.

IPS_CNF_IPV4_LOGD_LEVEL Log messages level. See logd.h for possible values. To
get all messages use LOGD_ALL

3.3. IPv4 Fragmentation Configuration

3.3.1. Process declaration

You need to declare a IPv4 fragmentation initialization process SCP_ipv4Frag. The only function of this process is
to call the IPS-internal IPv4 fragmentation function fragv4_process with configuration parameters.

Syntax

void  fragv4_process  ( int  maxPkts,  int  maxFrag);

Parameters

maxPkts Maximum number of started fragmentations. Must be a power of 2.

maxFrag Maximum fragments per packet.

Example

SC_PROCESS( SCP_ipv4Frag)
{
Ê fragv4_process  ( /* maxPkts */   10,
Ê                 /* maxFrags */  20);
}

3.3.2. Configuration header

No options in ips_config.h for IPv4 fragmentation.

3.4. RAW IPv4 Configuration

3.4.1. Process declaration

IPS Manual

72



You need to declare a RAW IPv4 initialization process SCP_rawipv4. The only function of this process is to call the
IPS-internal RAW IPv4 function rawv4_process with configuration parameters.

Syntax

void  rawv4_process ( uint32_t  maxConn,  uint32_t  maxPktQueue);

Parameters

maxConn Maximum number of sockets provided by RAW IPv4 process that user process can open.

maxPktQueue Maximum size (in packets) of packets cache per RAW IPv4 socket that SCP_rawipv4 process
maintains while waiting for the socket owner to acknowledge the reception of packets copies sent
by SCP_rawipv4.

Example

SC_PROCESS( SCP_rawipv4)
{
Ê rawv4_process( 10,  10);
}

3.4.2. Configuration header

No options in ips_config.h for RAW IPv4.

3.5. ICMP Configuration

3.5.1. Process declaration

You need to declare an ICMP initialization process SCP_icmp. The only function of this process is to call the IPS-
internal ICMP function icmp_process with configuration parameters.

Syntax

void  icmp_process ( void );

Parameters: none

Example

SC_PROCESS( SCP_icmp)
{
Ê icmp_process();
}

3.5.2. Configuration header

ICMP configuration includes following options in ips_config.h:

IPS_CNF_ICMP_STAT_ENABLED If non-zero then enables collecting statistics by SCP_icmp process.
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IPS_CNF_ICMP_DEV_ENABLED If non-zero then socket interface of ICMP process is enabled. Also TCP ad
UDP protocols can register themselves with ICMP process to receive
ICMP protocol notifications about transmission errors, such as "Destination
Unreachable".

IPS_CNF_ICMP_LOGD_ENABLED If non-zero then enables log messages from ICMP process.

IPS_CNF_ICMP_LOGD_LEVEL Log messages level. See logd.h for possible values. To get all messages
use LOGD_ALL

3.6. IPv6 Configuration

3.6.1. Process declaration

You need to declare an IPv6 initialization process SCP_ipv6. The only function of this process is to call the IPS-
internal IPv4 function ipv6_process.

Syntax

void  ipv6_process  ( void );

Parameters: none

Example

SC_PROCESS( SCP_ipv6)
{
Ê ipv6_process();
}

3.6.2. Configuration header

IPv6 configuration includes following options in ips_config.h:

IPS_CNF_IPV6_STAT_ENABLED If non-zero then enables collecting statistics by SCP_ipv6 process.

IPS_CNF_IPV6_FRAG_ENABLED If non-zero then IPv6 process supports packets fragmentation. For this
feature to work it is necessary to add SCP_ipv6frag process also.

IPS_CNF_IPV6_RAW_ENABLED If non-zero then user process can, by using SCP_rawipv6 process socket
interface, receive a copy of every IPv6 packet that SCP_ipv6 receives from
link process, or send an IPv6 packet.

IPS_CNF_IPV6_LOGD_ENABLED If non-zero then enables log messages from IPv6 process.

IPS_CNF_IPV6_LOGD_LEVEL Log messages level. See logd.h for possible values. To get all messages
use LOGD_ALL

3.7. IPv6 Fragmentation Configuration

3.7.1. Process declaration

You need to declare a IPv6 fragmentation initialization process SCP_ipv6Frag. The only function of this process is
to call the IPS-internal IPv6 fragmentation function fragv6_process with configuration parameters.

Syntax
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void  fragv6_process  ( int  maxPkts,  int  maxFrag);

Parameters

maxPkts Maximum number of started fragmentations. Must be a power of 2.

maxFrag Maximum fragments per packet.

Example

SC_PROCESS( SCP_ipv6Frag)
{
Ê fragv6_process  ( /* maxPkts */   10,
Ê                 /* maxFrags */  20);
}

3.7.2. Configuration header

No options in ips_config.h for IPv6 fragmentation.

3.8. RAW IPv6 Configuration

3.8.1. Process declaration

You need to declare a RAW IPv6 initialization process SCP_rawipv6. The only function of this process is to call the
IPS-internal RAW IPv6 function rawv6_process with configuration parameters.

Syntax

void  rawv6_process ( uint32_t  maxConn,  uint32_t  maxPktQueue);

Parameters

maxConn Maximum number of sockets provided by RAW IPv6 process that user process can open.

maxPktQueue Maximum size (in packets) of packets cache per RAW IPv6 socket that SCP_rawipv6 process
maintains while waiting for the socket owner to acknowledge the reception of packets copies sent
by SCP_rawipv6.

Example

SC_PROCESS( SCP_rawipv6)
{
Ê rawv6_process( 10,  10);
}

3.8.2. Configuration header

No options in ips_config.h for RAW IPv6.

3.9. ICMP6 Configuration

3.9.1. Process declaration

You need to declare an ICMP initialization process SCP_icmp6. The only function of this process is to call the IPS-
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internal ICMP function icmp6_process with configuration parameters.

Syntax

void  icmp6_process ( void );

Parameters: none

Example

SC_PROCESS( SCP_icmp6)
{
Ê icmp6_process();
}

3.9.2. Configuration header

ICMP6 configuration includes following options in ips_config.h:

IPS_CNF_ICMP6_STAT_ENABLED If non-zero then enables collecting statistics by SCP_icmp6 process.

IPS_CNF_ICMP6_DEV_ENABLED If non-zero then socket interface of ICMP6 process is enabled. Also TCP
ad UDP protocols can register themselves with ICMP6 process to receive
ICMP6 protocol notifications about transmission errors, such as
"Destination Unreachable".

IPS_CNF_ICMP6_LOGD_ENABLED If non-zero then enables log messages from ICMP6 process.

IPS_CNF_ICMP6_LOGD_LEVEL Log messages level. See logd.h for possible values. To get all messages
use LOGD_ALL

3.10. UDP Configuration

3.10.1. Process declaration

You need to declare a UDP initialization process SCP_udp. The only function of this process is to call the IPS-
internal UDP function udp_process with configuration parameters.

Syntax

void  udp_process ( int  maxConn,  int  maxPktQueue);

Parameters

maxConn Maximum number of sockets provided by UDP process that user process can open.

maxPktQueue Maximum size (in packets) of packets cache per UDP socket that SCP_udp process maintains
while waiting for the socket owner to acknowledge the reception of packets copies sent by
SCP_udp.

Example

SC_PROCESS ( SCP_udp)  {
udp_process( /* max connections*/            24,
Ê           /* no netbufs in recv queue*/   4);
}
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3.10.2. Configuration header

UDP configuration includes following options in ips_config.h:

IPS_CNF_UDP_STAT_ENABLED If non-zero then enables collecting statistics by SCP_udp process.

IPS_CNF_UDP_LOGD_ENABLED If non-zero then enables log messages from UDP process.

IPS_CNF_UDP_LOGD_LEVEL Log messages level. See logd.h for possible values. To get all messages
use LOGD_ALL

3.11. TCP Configuration

3.11.1. Process declaration

You need to declare a TCP initialization process SCP_tcp. The only function of this process is to call the IPS-
internal TCP function tcp_process with configuration parameters.

Syntax

void  tcp_process ( const  tcp_conf_t  *conf);

Parameters

conf TCP configuration parameters. Refer to tcp_conf_t for details about this structure.

Example

const  tcp_conf_t  tcp_conf  = {
Ê /* configuration version */     1,
Ê /* retransmission strategy */   TCP_MIB_TCP_RTO_ALGORITHM_VANJ,
Ê /* first retransmission tmo */  800/*ms*/ ,
Ê /* last retransmission tmo */   4000/*ms*/ ,
Ê /* max connections */           40,
Ê /* applications send window */  4000,
Ê /* applications recv window */  4000,
Ê /* time wait timeout */         0/*ms*/ ,
Ê /* default MSS */               1716//1460
};

SC_PROCESS ( SCP_tcp)  {
Ê tcp_process ( &tcp_conf );
}

3.11.2. Configuration header

TCP configuration includes following options in ips_config.h:

IPS_CNF_TCP_ALG_PIGGYBACK If non-zero, enables TCP piggybacking algorithm.

IPS_CNF_TCP_OPTION_TSTAMP If non-zero, enables TCP timestamp option.

IPS_CNF_TCP_STAT_ENABLED If non-zero then enables collecting statistics by SCP_tcp process.

IPS_CNF_TCP_LOGD_ENABLED If non-zero then enables log messages from TCP process.

IPS_CNF_TCP_LOGD_LEVEL Log messages level. See logd.h for possible values. To get all messages
use LOGD_ALL

3.12. SCBSD Configuration
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3.12.1. Process declaration

You need to declare an SCBSD initialization process SCP_scbsd. The only function of this process is to call the
IPS-internal TCP function scbsd_process with configuration parameters.

Syntax

void  scbsd_process( int  max_fd);

Parameters

max_fd Maximum number of SCBSD sockets available. This value must be equal to
IPS_BSD_SOCKET_MAX_FDS defined in scbsd.h.

Example

SC_PROCESS( SCP_scbsd)
{
Ê scbsd_process( IPS_BSD_SOCKET_MAX_FDS /* max. FDs */ );
}

3.12.2. Configuration header

No options in ips_config.h for SCBSD.

3.13. TLS Configuration

Refer to IPS/TLS Integration manual for details about configuring TLS.

3.14. Loopback Configuration

3.14.1. Process declaration

You need to declare a loopback initialization process SCP_loopback. The only function of this process is to call the
IPS-internal function lo_process with configuration parameters.

Syntax

void  lo_process  ( const  char *name,  int  mru,  int  mtu,  sc_poolid_t  plid );

Parameters

name Name under which the loopback device identifies itself and register itself with the link process.

mru Maximum receive unit in bytes.

mtu Maximum transmission unit in bytes.

plid Pool ID for allocations.

Example

SC_PROCESS ( SCP_loopback)
{
Ê lo_process  (  /* loopback name */   "lo" ,
Ê              /* mtu */             1500,
Ê              /* mru */             1500,
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Ê              /* pool id */         SC_DEFAULT_POOL);
}

3.14.2. Configuration header

No options in ips_config.h for loopback device.
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4. Using stack

4.1. Network devices

4.1.1. Introduction

IPS NG stack, as any other TCP/IP stack, requires network devices to be able to communicate with the outside
world (or at least a loopback network device for local communication - "localhost").

4.1.2. Registering with link layer

Link layer is described in details in Link layer.

Network device is represented in IPS NG by ips_dev_t structure. Network device driver must fill this structure with
informations describing the network device, for example:

ips_dev_t  *  dev;
dev = ( ips_dev_t  * ) sc_msgAllocClr ( sizeof ( ips_dev_t ),
Ê IPS_NG_DEV,
Ê SC_DEFAULT_POOL,
Ê SC_FATAL_IF_TMO);

dev->object . base. handle = eth ;
strcpy ( dev->object . name,  "eth0" );
dev->object . controller  = dev->object . sender = sc_procIdGet( NULL,  SC_NO_TMO);
dev->object . receiver  = eth ->SCI_eth_pid;
dev->type = IPS_DEV_TYPE_ETHER;
dev->mtu = dev->mru = 1500;
dev->offload_flags  = <<CHECKSUM_CAPABILITIES>>;  //see below for possible values
memcpy( &dev->hwaddr,  &eth ->mac,  sizeof ( ips_mac_t));

offload_flags field of ips_dev_t indicates capabilities of the network device to calculate checksums for outgoing
packets. It can be a combination of any number of below bits.

• IPS_DEV_OFFLOAD_TX_IPV4

• IPS_DEV_OFFLOAD_TX_ICMP

• IPS_DEV_OFFLOAD_TX_IPV4_UDP

• IPS_DEV_OFFLOAD_TX_IPV4_TCP

• IPS_DEV_OFFLOAD_TX_ICMP6

• IPS_DEV_OFFLOAD_TX_IPV6_UDP

• IPS_DEV_OFFLOAD_TX_IPV6_TCP

• IPS_DEV_OFFLOAD_TX_IPV6_EXTENSIONS

When network device driver prepares ips_dev_t structure, it must make sure that name field is unique across all
network devices. In addition, handle name must be unique across all network devices and IPS NG stack. The best
way of achieving handle uniqueness is to use memory address, for example address of a message allocated by
the network device driver.

Once ips_dev_t structure is ready and network interface is up (for example ethernet cable was plugged in), driver
can register network device with link layer for network operations. It can be done by using link_devRegister
function or IPS_NG_LINK_DEV_REG(_REPLY) message.

In case of using a message to register network device, link layer controller PID (Process ID) is needed to send
IPS_NG_LINK_DEV_REG(_REPLY) message. link_get can be used to obtain an object (ips_obj_t) representing
link layer and this object contains link layer’s controller PID, to which IPS_NG_LINK_DEV_REG(_REPLY) must be
sent:

IPS Manual

80



ips_obj_t  * link  = link_get ( SC_DEFAULT_POOL,  SC_ENDLESS_TMO);
if  ( link )  {
Ê sc_msgTx(( sc_msgptr_t) &dev,  link ->controller ,  SC_MSGTX_NO_FLAG);
}  else  {
Ê /* no link? */
}

4.1.3. Driver message interface

Network device driver must support following messages:

• IPS_NG_OPEN(_REPLY) (in driver’s controller process, see ips_dev_t), which is used by IPS NG to open
network device for packets send/receive.

• IPS_NG_CLOSE(_REPLY) (in driver’s controller process, see ips_dev_t), which is used by IPS NG to close
network device.

• IPS_NG_SEND (in driver’s sender process, see ips_dev_t), which is used by IPS NG to send packets to the
network.

Network device driver must use IPS_NG_RECEIVE messages to feed link layer with packets received from the
network. These messages should be sent by driver’s sender process (see ips_dev_t).

4.1.4. Receiving network data

Network device driver must correctly fill ips_netbuf_t structure (IPS_NG_RECEIVE message) before sending it to
the link layer:

• cur field of ips_netbuf_t must point to packet’s hardware header (for example for Ethernet network it would be
ethernet frame header)

• data field of ips_netbuf_t must point to packet’s payload

• handle field of ips_netbuf_t must be set to the same value as handle field of ips_dev_t when network device
was being registered with link layer

• protocol field of ips_netbuf_t must be set to the payload’s protocol (in host byte order). For Ethernet device
this value can be found in Ethernet frame header.

• pkttype field of ips_netbuf_t must be set to the received packet type.

4.1.5. Sending network data

IPS NG prepares ips_netbuf_t structure (IPS_NG_SEND message) before sending it to the sender process of
network device driver:

• data field of ips_netbuf_t points to packet’s hardware header (for example for Ethernet network it would be
ethernet frame header)

• cur field of ips_netbuf_t points to packet’s payload

Packet’s hardware header is filled with appropriate data depending on the network type (for example for Ethernet
network it would be source and destination MAC address and payload’s protocol).

4.1.6. Checksum offload

Some network devices provide hardware acceleration for calculating and/or validating checksums for different
protocols. IPS NG supports checksum offloading for following protocols: IPv4, ICMP, IPv6, ICMP6, UDP, TCP.

4.1.6.1. Checksum validation for incoming packets
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If network device is capable of validating checksums of one or more protocols, the driver should set appropriate bits
in offload_flags field of ips_netbuf_t.

4.1.6.2. Checksum calculation for outgoing packets

If network device is capable of calculating checksums for one or more protocols, the driver should set appropriate
bits in offload_flags field of ips_dev_t when registering the network device with link layer (link_devRegister).

4.1.7. Access from user process

As with any other IPS NG layer, a user process may access network device driver and send/receive packets so
long it has network device name or its handle. Please refer to Minimal IPS NG stack chapter for a detailed
description of such use case.

4.1.8. VLAN

4.1.8.1. Introduction

Virtual Local Area Network (VLAN) is a virtual (logical) network that is isolated from a physical network in a
computer network. The protocol most commonly used in Ethernet networks to create virtual networks is IEEE
802.1Q. Under this protocol up to 4094 virtual networks are possible. A network packet that belongs to a virtual
network is created by adding 4-byte 802.1Q header after source MAC address in this packet.

4.1.8.2. Registering VLAN network devices

When network cable is attached, network device driver registers itself with IPS NG link layer (link_devRegister)
using unique name and unique handle. If user requests from a network device driver to process a specific VLAN ID
packets (Adding removing VLAN IDs), then network device driver must register a new network device with IPS
NG link layer, using a different name and handle. For IPS NG it is strongly recommended to use following
conventions of names (name "eth0" as an example):

• eth0 - this network device represents non-VLAN network.

• eth0_XXX - this network device represent VLAN network, where XXX is a VLAN ID in hexadecimal format
(capital letters), for example eth0_01A.

All handles must be unique across the system.

4.1.8.3. Processing incoming VLAN packets

When incoming packet arrives, network device driver should check if it is a VLAN packet, and if yes, it should
remove VLAN header from such packet, set netbuf’s handle to the matching VLAN network device, and send such
netbuf (ips_netbuf_t) to the link layer.

When regular network packet arrives, netbuf’s handle should be set to the regular network device that was also
previously registered.

4.1.8.4. Processing outgoing VLAN packets

When IPS NG sends an ips_netbuf_t to a network device driver, the driver checks handle value of the netbuf to
work out the correct VLAN ID (or no VLAN ID if handle indicates regular network device) that should be inserted
into 802.1Q header. If pkttype field of the netbuf contains IPS_VLAN_PKT bit that is set, then also DEI and PCP
fields should be taken from pkttype field and inserted into 802.1Q header. DEI and PCP fields can be extracted
from pkttype by using constants defined by IPS NG:

• IPS_VLAN_PKT_DEI_SHIFT / IPS_VLAN_PKT_DEI_MASK
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• IPS_VLAN_PKT_PCP_SHIFT / IPS_VLAN_PKT_PCP_MASK

4.1.8.5. Adding removing VLAN IDs

User application should be able to add and remove VLAN IDs at any time when network device is up (registered
with link layer). To allow this, network device driver should support IPS_NG_OBJ_TAG_SET(_REPLY) message
with following tags:

• IPS_DEV_TAG_ADD_VLAN_ID - Adding VLAN ID

• IPS_DEV_TAG_RM_VLAN_ID - Removing VLAN ID

When cable is unplugged, all network devices associated with this physical interface (non-VLAN and VLAN
devices) must be unregistered and driver must forget all VLAN IDs set by the user application for this physical
interface.

Following code shows an example of implementing IPS_NG_OBJ_TAG_SET(_REPLY) message in the network
device driver.

case IPS_NG_OBJ_TAG_SET:
Ê if  ( sc_msgSizeGet( &msg)  < ( sizeof ( ips_objIoctl_t )  + sizeof ( uint16_t )))  {
Ê   msg->base. error  = EINVAL;
Ê }  else  if  ( msg-> ioctl . ioctl . tag !=  IPS_DEV_TAG_ADD_VLAN_ID &&
Ê            msg-> ioctl . ioctl . tag !=  IPS_DEV_TAG_RM_VLAN_ID)  {
Ê   msg->base. error  = EINVAL;
Ê }  else  if  ( msg->base. handle !=  &eth)  {
Ê   msg->base. error  = EINVAL;
Ê }  else  {
Ê   uint32_t  vlan_id  = * ( uint16_t  * ) msg-> ioctl . ioctl . data;

Ê   if  (( vlan_id  << IPS_802_1Q_VID_SHIFT)  & ~IPS_802_1Q_VID_MASK)  {
Ê     msg->base. error  = EINVAL;
Ê   }  else  {
Ê     if  ( msg-> ioctl . ioctl . tag == IPS_DEV_TAG_ADD_VLAN_ID)  {
Ê       //Add VLAN ID and register new network device with link layer
Ê     }  else  {
Ê       //Remove VLAN ID and unregister network device from link layer
Ê     }
Ê   }
Ê }
Ê msg-> id  = IPS_NG_OBJ_TAG_SET_REPLY;
Ê break;
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4.2. Link layer

Link layer is the most important part of IPS NG. It allows network devices to register with IPS NG for network
operations. All network devices send received network packets to link layer, which examines packets protocol and
forwards these packets to appropriate higher layers of IPS NG and optionally to user applications.

Link layer is represented in IPS NG by ips_obj_t object. To obtain this object, link_get must be called.

Network device driver can register with or unregister from link layer by using link_devRegister and
link_devUnregister, accordingly.

User process can wait for a notification when a specific network device is registered with or unregistered from the
link layer. For this purpose please use functions link_devNotifyAdd and link_devNotifyRm, accordingly.

To obtain a network device object ips_dev_t, user process must use one of the following functions:
link_devGetByName, link_devGetByNameWait or link_devGetByHandle, depending on the device identification
user process posseses (name or handle) and whether user process want to use a timeout.

Network device object, once no longer needed, can be freed with link_devFree function.

To get all network devices objects currently registered for network operations, collection functions
ips_collectionLinkDevFirst and ips_collectionLinkDevNext can be used. Please refer to Using collections for
details on using collection functions.

Link layer supports a set of protocol functions listed in chapter Protocols. Please refer to Protocol functions for
details about using these functions.
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4.3. Protocol functions

4.3.1. Introduction

Normally, protocol functions are used by IPS NG internally. These function are required to be used by user process
only if there is a need to implement a custom protocol. Such custom protocol must be registered with an
appropriate layer, for example with IPv4 and IPv6 layers if it is a transport protocol. After registration is done, user
process will receive network packets (that match custom protocol) in form of IPS_NG_RECEIVE messages from
the IPS NG layer. Sending packets (IPS_NG_SEND) is done by calling ips_send function by passing layer’s
objects and netbuf.

4.3.2. Registering a custom protocol

Before registering a protocol, it is required to obtain an object which represent an IPS NG layer. Depending on the
IPS NG protocol we want to register our custom protocol with, we can use one of the following functions:

• link_get

• ipv4_get

• ipv6_get

• icmp_get

• icmp6_get

Each of the layers that are returned by above functions supports entire set of protocol functions and allows to
register a custom protocol.

Once layer’s object is obtained, an ips_protocol_t structure must be allocated:

ips_protocol_t  *protocol  =
Ê ( ips_protocol_t  * ) sc_msgAllocClr ( sizeof ( ips_protocol_t ),
Ê                                  IPS_NG_PROTOCOL,
Ê                                  SC_DEFAULT_POOL,
Ê                                  SC_FATAL_IF_TMO);

protocol ->object . base. error  = 0;
protocol ->object . base. handle = <handle value>;
strcpy (( char * ) protocol ->object . name,  "custom_protocol_name");
protocol ->object . controller  =
Ê protocol ->object . sender =
Ê protocol ->object . receiver  = sc_procIdGet( NULL,  SC_NO_TMO);

//if we want to register a custom protocol with link layer:
protocol ->type_internet  = <Custom Protocol  Number>;

//if we want to register a custom protocol with ipv4, ipv6, icmp or icmp6 layer:
protocol ->type_transport  = <Custom Protocol  Number>;

Please refer to ips_protocol_t for details on how to set type_internet or type_transport fields.
For name field choose a name that is unique across other protocols registered with the layer.

Please refer to:

• Minimal IPS NG stack for details on how to work with link layer

• Custom protocols on top of IPv4 for details on how to work with ipv4 layer

• Custom protocols on top of IPv6 layer for details on how to work with ipv6 layer

• Sending and receiving ICMP messages for details on how to work with icmp layer

• Sending and receiving ICMP6 messages for details on how to work with icmp6 layer

To register a custom protocol, use ips_protocolRegister.
To unregister a custom protocol, use ips_protocolUnregister.

IPS Manual

85



4.3.3. Getting protocols objects

To get a notification when a protocol is registered with or unregistered from an IPS NG layer, use
ips_protocolNotifyRegister and ips_protocolNotifyUnregister, accordingly.

To a get a protocol object from an IPS NG layer, use ips_protocolGetByName or ips_protocolGetByNameWait
functions.

To get all protocols objects from an IPS NG layer, use ips_protocolGetFirst and ips_protocolGetNext.
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4.4. Minimal IPS NG stack

4.4.1. Introduction

The minimal IPS NG stack consists of the link process (SCP_link) only and one or more network devices. The link
process allows user application to receive packets from all network devices (or a specific protocol(s), such as IPv4
or IPv6) or send packets to the network via any network device.

4.4.2. Interacting with minimal stack

Following steps must be taken in order for the user application to exchange packets with the network with minimal
IPS NG stack setup.

1. Obtain an object which represents link layer. It can be done by calling link_get function.

2. Obtain an object which represents a network device (or devices). It can be done by calling
link_devGetByName or link_devGetByNameWait. These functions require device name as a parameter. If
user application does not know network devices names, it can use ips_collectionLinkDevFirst and
ips_collectionLinkDevNext to get objects for all network devices.

3. Open network device (or devices) for network operations by calling ips_netOpen function and specifying
network device object as parameter (proto parameter is not used by network devices and can be 0).

4. To start receiving network packets for a specific protocol, user application must register this protocol with link
layer. There can only be one receiver of a specific protocol packets. Use ips_protocolRegister to register the
protocol (use type_internet to specify protocol number). Once protocol is registered, the link layer will
immediately start forwarding to user application all the packets that match the protocol. If more than one
protocol will be registered with link layer, handle field of ips_protocol_t (obtained with
ips_protocolGetByName) can also be used (apart from protocol field of ips_netbuf_t) to distinguish
IPS_NG_RECEIVE messages between protocols, because handle field of IPS_NG_RECEIVE will be set to
handle value of the protocol registered with link layer.

5. To send network packet, use function ips_send with network device object ips_dev_t and netbuf ips_netbuf_t
as parameter.

6. After network operations are no longer needed, unregister protocol by calling ips_protocolUnregister, close
network device with ips_netClose, free network device with link_devFree and free link layer object with
ips_objFree. Make sure to flush process message queue by selectively receiving IPS_NG_RECEIVE
messages that might have been sent between last sc_msgRx call and ips_protocolUnregister call.

When user application receives IPS_NG_RECEIVE messages (netbufs) from link layer, different portions of the
packets can be accessed as follows:

• IPS_NET_CUR points to the HW header portion of the packet (for example Ethernet frame header).

• IPS_NET_DATA points to the packet’s payload, while IPS_NET_DATA_SIZE returns size of the payload.

When user application wants to send a packet to the network via a network device, it must first allocate it and
populate it:

1. Allocate a netbuf of a desired size with ips_alloc. The size should be able to fit the entire payload. The
ips_alloc function takes care for a proper alignment of the netbuf and enough room for the HW layer header,
and its use is recommended. For advanced cases ips_netbufAlloc function is available, which allows fine
tuning of the netbuf.

2. Copy payload to the allocated netbuf (use IPS_NET_DATA to obtain the memory start address of the payload
area).

3. With ips_netbufPush push data pointer of the netbuf ips_netbuf_t to make it point to the HW frame header
portion of the packet. The amount of bytes to push the data pointer depends on the size of HW frame header.
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For example for Ethernet device it is 14 bytes (IPS_DEV_FRAME_SIZE_ETHER, which includes source and
destination MAC address and 16-bit protocol number of the payload portion). The device type can be
determined by checking type field of ips_dev_t object.

4. Populate HW frame header (use IPS_NET_DATA to obtain the memory start address of the HW frame header
area).

NOTE

If more than one user application uses IPS NG the way described above or other upper layers of
IPS NG are included in the stack, then user application must not expect to receive network
packets only from the network device it has opened with ips_netOpen. The link layer has no
knowledge about which network device the user application wants to receive packets from. The
link layer only has knowledge about desired protocols. Given that, the user application must
compare dev_handle field of received netbuf (ips_netbuf_t) with handle field of network device
object ips_dev_t, and ignore packets from network devices it does not want to receive.

NOTE
If user application desires to receive all packets regardless the protocol number, then it must use
IPS_P_ALL as protocol number when calling ips_protocolRegister. To unregister with
ips_protocolUnregister also IPS_P_ALL must be used.

NOTE

If IPS NG stack is setup to contain also upper layers, such as IPv4 or IPv6, it is still possible to
interact with the stack the way described in this chapter. This allows user application to fully utilize
network by implementing custom protocols, while protocols supported by IPS NG can still be
used.

4.4.3. Example

Following code summarizes how user application can use a minimal IPS NG setup (version with IPS_P_ALL is
similar). The purpose of the code is to make a single to reply to ARP request sent to 192.168.1.222.

#include  <sciopta.h>
#include  <ips_ng/ips.h>

union sc_msg {
Ê sc_msgid_t id ;
Ê ips_netbuf_t  netbuf ;
};

static  ips_protocol_t  *allocateArpProtocol ()
{
Ê ips_protocol_t  *protocol  =
Ê   ( ips_protocol_t  * ) sc_msgAllocClr ( sizeof ( ips_protocol_t ),
Ê                                    IPS_NG_PROTOCOL,
Ê                                    SC_DEFAULT_POOL,
Ê                                    SC_FATAL_IF_TMO);

Ê protocol ->object . base. error  = 0;
Ê protocol ->object . base. handle = NULL;
Ê strcpy (( char * ) protocol ->object . name,  "arp" );
Ê protocol ->object . controller  =
Ê   protocol ->object . sender =
Ê   protocol ->object . receiver  = sc_procIdGet( NULL,  SC_NO_TMO);
Ê protocol ->type_internet  = IPS_P_ARP;

Ê return  protocol ;
}

SC_PROCESS( minimal_ips_ng)
{
Ê ips_obj_t  * link ;
Ê ips_dev_t  *eth;
Ê sc_msg_t msg;
Ê void  *arp_protocol_handle ;

Ê //get link layer object
Ê link  = link_get ( SC_DEFAULT_POOL,  SC_NO_TMO);
Ê if  ( link  == NULL)  {
Ê   while  ( 1);  //error
Ê }

Ê //get eth0 network device
Ê eth = link_devGetByName( "eth0" ,  SC_DEFAULT_POOL);
Ê if  ( eth == NULL)  {
Ê   while  ( 1);  //error
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Ê }

Ê //check network device type
Ê if  ( eth ->type !=  IPS_DEV_TYPE_ETHER)  {
Ê   while  ( 1);  //error - this example is for Ethernet network devices
Ê }

Ê //open network device for network operations
Ê if  ( ips_netOpen( &eth ->object ,  0)  < 0)  {
Ê   while  ( 1);  //error
Ê }

Ê //register ARP protocol with link layer
Ê ips_protocol_t  *protocol  = allocateArpProtocol ();
Ê if  ( ips_protocolRegister ( link ,  &protocol )  < 0)  {
Ê   while  ( 1);  //error
Ê }

Ê ips_obj_t  *protocol_object  = ips_protocolGetByName( link ,  "arp" );
Ê if  ( protocol_object  == NULL)  {
Ê   while  ( 1);  //error
Ê }
Ê arp_protocol_handle  = protocol_object ->base. handle;
Ê ips_objFree ( &protocol_object );

Ê for  (;;)  {
Ê   //wait for messages from link layer
Ê   msg = sc_msgRx( SC_ENDLESS_TMO,  SC_MSGRX_ALL,  SC_MSGRX_MSGID);
Ê   ips_netbuf_t  *netbuf  = &msg->netbuf ;
Ê   if  ( netbuf ->base. id  == IPS_NG_RECEIVE)  {
Ê     /* in case of receiving netbuf from link layer there are two ways to
Ê       distinguish netbufs between protocols:
Ê       - compare netbuf->base.handle with protocol handle obtained by calling ips_protocolGetByName()
Ê       - compare netbuf->protocol with protocol number (for example IPS_P_ARP)
Ê       */

Ê     if  ( netbuf ->base. handle !=  arp_protocol_handle )  {
Ê       while  ( 1);  //will never get here if only ARP protocol was registered
Ê     }

Ê     if  ( netbuf ->protocol  == IPS_P_ARP)  {
Ê       __ipv4ArpPkt_t  *  arp;
Ê       __ipv4ArpHdr_t *  arpHdr;

Ê       arp = ( __ipv4ArpPkt_t  * ) SDD_NET_DATA( netbuf );    //ARP packet
Ê       arpHdr = ( __ipv4ArpHdr_t * ) SDD_NET_CUR( netbuf );  //Ethernet frame header

Ê       if  ( ntohs( arp->op)  == ARP_OP_ARP_REQ &&
Ê         ntohs( arp->hardType)  == IPS_DEV_TYPE_ETHER &&
Ê         ntohs( arp->protType)  == IPS_P_IP &&
Ê         arp->hardSize == 6 &&
Ê         arp->protSize  == 4
Ê         )
Ê       {
Ê         //let's answer to requests for ARP address request for 192.168.1.222

Ê         if  ( arp->targetIp [ 0]  == 192 &&
Ê           arp->targetIp [ 1]  == 168 &&
Ê           arp->targetIp [ 2]  == 1 &&
Ê           arp->targetIp [ 3]  == 222)
Ê         {
Ê           ips_netbuf_t  * reply_netbuf ;

Ê           //allocate reply netbuf
Ê           reply_netbuf  = ips_alloc ( sizeof ( __ipv4ArpPkt_t ),
Ê                                    SC_DEFAULT_POOL,
Ê                                    SC_FATAL_IF_TMO);

Ê           __ipv4ArpPkt_t  *arp_reply  =
Ê                          ( __ipv4ArpPkt_t  * ) IPS_NET_DATA( reply_netbuf );

Ê           //push data pointer by 14 bytes to make room for Ethernet frame header
Ê           ips_netbufPush( reply_netbuf ,  sizeof ( __ipv4ArpHdr_t));

Ê           __ipv4ArpHdr_t *arpHdr_reply  =
Ê                          ( __ipv4ArpHdr_t * ) IPS_NET_DATA( reply_netbuf );

Ê           arp_reply ->hardType = htons( IPS_DEV_TYPE_ETHER);
Ê           arp_reply ->protType = htons( IPS_P_IP);
Ê           arp_reply ->hardSize = 6;
Ê           arp_reply ->protSize  = 4;
Ê           arp_reply ->op = htons( ARP_OP_ARP_REP);
Ê           memcpy( arp_reply ->senderEth,  eth ->hwaddr. addr,  6);
Ê           memcpy( arp_reply ->senderIp,  arp->targetIp ,  4);
Ê           memcpy( arp_reply ->targetEth ,  arp->senderEth,  6);
Ê           memcpy( arp_reply ->targetIp ,  arp->senderIp,  4);

Ê           memcpy( arpHdr_reply ->dstaddr ,  arpHdr->srcaddr ,  6);
Ê           memcpy( arpHdr_reply ->srcaddr ,  eth ->hwaddr. addr,  6);
Ê           arpHdr_reply ->type = htons( IPS_P_ARP);

Ê           //send ARP reply
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Ê           ips_send( &eth ->object ,  &reply_netbuf );

Ê           //free ARP request netbuf
Ê           ips_netbufFree ( &netbuf );

Ê           break;
Ê         }
Ê       }
Ê     }

Ê     //free netbuf
Ê     ips_netbufFree ( &netbuf );

Ê   }  else  {
Ê     while  ( 1);  //error - unexpected message ID
Ê   }
Ê }

Ê //unregister ARP protocol from link layer
Ê protocol  = allocateArpProtocol ();
Ê if  ( ips_protocolUnregister ( link ,  &protocol )  < 0)  {
Ê   while  ( 1);  //error
Ê }

Ê //flush any outstanding IPS_NG_RECEIVE messages after unregistering protocol
Ê while  ( NULL !=  ( msg = sc_msgRx( SC_NO_TMO,  SC_MSGRX_ALL,  SC_MSGRX_MSGID)))  {
Ê   if  ( msg-> id  == IPS_NG_RECEIVE)  {
Ê     sc_msgFree( &msg);
Ê   }  else  {
Ê     while  ( 1);  //error - unexpected message ID
Ê   }
Ê }

Ê //close network device
Ê ips_netClose ( &eth ->object );
Ê //free network device object
Ê link_devFree ( &eth);
Ê //free link layer object
Ê ips_objFree ( &link );

Ê for  (;;)  sc_sleep( 1);
}
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4.5. IPv4 addresses

4.5.1. Introduction

IPv4 addresses can be represented in IPS NG in two ways:

• as ips_addr_t structure with family field set to AF_INET

• as four bytes array, where first byte of array is the highest byte of an address, for example "192" in address
"192.168.1.100".

4.5.2. String representation conversion

Following functions, that convert between string and byte representation of an IPv4 address, are available:

string to bytes ipv4_aton output to byte array, only xxx.xxx.xxx.xxx input format possible

inet_net_pton output to byte array, many input formats possible

bytes to string ipv4_ntoa input as byte array, output to format xxx.xxx.xxx.xxx

inet_net_ntop input as ips_addr_t, output to format xxx.xxx.xxx.xxx

inet_net_ntop_plain input as byte array, output to format xxx.xxx.xxx.xxx

inet_net_ntop_cidr input as ips_addr_t, output to format xxx.xxx.xxx.xxx/xx (where
xx is netmask)

inet_net_ntop_plain_cidr input as byte array, output to format xxx.xxx.xxx.xxx/xx (where xx
is netmask)
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4.6. IPv4 layer

4.6.1. Introduction

IPv4 layer implements IPv4 protocol. It takes care for address resolution (ARP requests/replies), maintains IPv4
routes, decodes and sends packets to upper layers (ICMP, TCP, UDP) and sends IPv4 packets to the network via
an appropriate network device.

4.6.2. Routes

4.6.2.1. Introduction

A route in IPS NG is represented by ipv4_route_t.

4.6.2.2. Adding routes

In order for the IPv4 protocol to work, an IPv4 address, network mask and optionally router (default gateway) must
be assigned to a network device. To add an IPv4 route, allocate ipv4_route_t structure and fill its fields, and next
call one of three functions:

• ipv4_routeAdd - add a route with immediate effect.

• ipv4_routeAddExt - add a route and run ACD (Address Collision Detection) algorithm.

• ipv4_routeAddExtAsync - add a route asynchronously and run ACD (Address Collision Detection) algorithm.

4.6.2.3. Subnet route

There can be one or more subnet routes setup on each network interface. The source address must be unique in
the system.

Netmask field specifies the subnet netmask and can have values from 128.0.0.0 to 255.255.255.255 (leading ones
only):

• 255.255.255.255 - there is only one IP in the subnet set in source

• 255.255.255.254 - there are only two IPs in the subnet, one set in source and the other (peer’s IP) having LSB
bit set to opposite value than the one in the source

• 255.255.255.252…128.0.0.0 - there is a network address (network ID) - formed by bitwise ANDing source with
netmask, and subnet’s broadcast IP - formed by bitwise ORing source with bitwise NOT of the netmask. All
the other addresses between network address and broadcast IP, are IP addresses of the hosts in this network.

To setup a subnet route on a device, fill ipv4_route_t in the following way (all the other fields in ipv4_route_t will
be ignored):

device.object.
name

Network device name to which route should be assigned.

source IP address to assign to the network device, for example 192.168.1.10.

netmask Subnet netmask, for example 255.255.255.0.

metric Route metrics. IPv4 layer chooses the route with lowest metric to send a packet.

4.6.2.4. Default gateway route

There can be one or more default gateway route for every source address. The source address of the default route
must match the source address already installed on the interface. The gateway address must belong to the same
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subnet as the source address.

To setup a default gateway route on a device, fill ipv4_route_t in following way (all the other fields in ipv4_route_t
will be ignored):

device.object.
name

Network device name to which route should be assigned.

source IP address currently assigned to the network device, for example 192.168.1.10.

netmask Netmask must be 0.0.0.0.

router IP address of a router (default gateway).

metric Route metrics. IPv4 layer chooses the route with lowest metric to send a packet.

4.6.2.5. Broadcast route

There can be only one broadcast route per network interface.

To setup a broadcast route on a device, fill ipv4_route_t in following way (all the other fields in ipv4_route_t will be
ignored):

device.object.
name

Network device name to which route should be assigned.

source Source must be 255.255.255.255.

netmask Netmask must be 255.255.255.255.

router Router must be 255.255.255.255.

Broadcast route can be used if there is no IP address assigned to the network device yet. Setting up a broadcast
route causes all the IPv4 packets to be accepted and forwarded to appropriate registered protocols "consumers".

4.6.2.6. Rules for adding routes

• Each network device can have many source addresses.

• source address must be unique in the system.

• Default route (gateway) can be added only after a subnet route was added. The source address of the default
route must match the source address already installed on the interface. The gateway address must belong to
the same subnet as the source address.

• There can be more than one default route installed for each source address.

• If netmask is 0.0.0.0 then router (gateway) address must be specified.

• If netmask is specified (other than 0.0.0.0) then router can be anything (does not matter).

• There cannot be two routes with the same source and netmask.

4.6.2.7. Removing routes

Each route can be removed from a network device by calling ipv4_routeRm.

4.6.2.7.1. Subnet route

Each subnet route can be uniquely identified for removal by specifying only source and netmask.
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NOTE
When removing a subnet route, all default gateway routes with the same source will also be
automatically removed.

To remove a subnet route, fill ipv4_route_t in the following way (all the other fields in ipv4_route_t will be ignored):

source IP address assigned to the network device, for example 192.168.1.10.

netmask Subnet netmask, for example 255.255.255.0.

4.6.2.7.2. Default gateway route

Each subnet route can be uniquely identified for removal by specifying only source and netmask and router.

To remove a default gateway route, fill ipv4_route_t in the following way (all the other fields in ipv4_route_t will be
ignored):

source IP address assigned to the network device, for example 192.168.1.10.

netmask Netmask must be 0.0.0.0.

router IP address of a router (default gateway).

4.6.2.7.3. Broadcast route

Each subnet route can be uniquely identified for removal by specifying only device name, source and netmask
and router.

To remove a broadcast route, fill ipv4_route_t in the following way (all the other fields in ipv4_route_t will be
ignored):

device.object.
name

Network device name from which route should be removed.

source Source must be 255.255.255.255.

netmask Netmask must be 255.255.255.255.

router Router must be 255.255.255.255.

4.6.2.8. Converting route to string

To obtain a string representation of a route, for example for logging purposes, use function ipv4_routeToString

4.6.2.9. Getting IPv4 network interface address

To obtain an IPv4 address assigned to a network interface, use function ipv4_routeGetIfAddress

4.6.3. ARP

4.6.3.1. Introduction

IPv4 uses ARP (Address Resolution Protocol) to resolve link layer addresses (for example MAC addresses) for a
given IPv4 address. Normally, ARP protocol is handled in IPv4 layer in a transparent way, but user process has
access to ARP cache entries and also can send gratuitous ARP requests and replies.

4.6.3.2. Adding and removing ARP cache entries
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Before adding an ARP cache entry, ipv4_arp_t must be allocated and initialized as in following example:

ipv4_arp_t  *arp;

arp = ( ipv4_arp_t  * ) sc_msgAllocClr ( sizeof ( ipv4_arp_t ),
Ê                                  0,  hook->ctrPool ,
Ê                                  SC_FATAL_IF_TMO);

arp->state  = ( arp_e_state_t ) ARP_TYPE_DYNAMIC;
memcpy( arp-> ipaddr ,  ip ,  4);
memcpy( arp->hwaddr,  hw,  6);

Once ipv4_arp_t is allocated, it can be passed to ipv4_arpAdd function.

To remove ARP cache entry, use ipv4_arpRm. In case of ARP cache entry removal, only ipaddr field of
ipv4_arp_t is important.

4.6.3.3. Sending gratuitous ARP packets

To send gratuitous ARP request or reply for a specific IP address, use functions ipv4_arpRequestGratuitous and
ipv4_arpReplyGratuitous, accordingly.

4.6.3.4. Converting ARP cache entry to string

To obtain a string representation of an ARP cache entry, for example for logging purposes, use function
ipv4_arpToString

4.6.4. Raw access to IPv4 packets

If user process (or multiple user processes) requires access to raw IPv4 protocol packets, it cannot simply register
IPv4 protocol with Link layer by using ips_protocolRegister. It is because IPv4 layer has already registered with
Link layer to receive IPv4 packets. For this reason it is required to add SCP_rawipv4 Process to the system and
use socket functions to access IPv4 packets.

To open a raw IPv4 socket, call ips_open with following parameters:

ips_obj_t  *socket ;

socket  = ips_open( "ipv4" ,  "rawipv4" ,  0);

To start receiving IPv4 packets in form of IPS_NG_RECEIVE, use ips_setOption with following parameters. The
process which sets this option will start receiving messages.

uint8_t  on = 1;
if  ( ips_setOption ( socket ,  SOL_SOCKET,  SO_SC_ASYNC,  &on,  sizeof ( on))  < 0)  {
Ê //error
}

To send an IPv4 packet, allocate netbuf with ipv4_bufAlloc, fill it with payload data and call ips_send:

ips_netbuf_t  *netbuf  = ipv4_bufAlloc ( 0,  0,  IPV4_FLAG_DF,
Ê 80 /*ttl*/ ,
Ê IPV4_P_UDP,   /* protocol number, here UDP */
Ê ( uint8_t  * ) " \xC0\xA8\x01\xC9" ,  /* stc: 192.168.1.201 */
Ê ( uint8_t  * ) " \xC0\xA8\x01\x0B" ,  /* stc: 192.168.1.11 */
Ê 500,   /* payload size */
Ê SC_DEFAULT_POOL,
Ê SC_FATAL_IF_TMO);

memcpy( IPS_NET_DATA( netbuf ),  <payload>,  500);

// to send a netbuf down the IPS NG structures (to a lower layer),
// *data* pointer must point to IPv4 header, while *cur* pointer must
// point to payload. ips_netbufStepPush takes care of that.
ips_netbufStepPush( netbuf ,  IPV4_HEADER_SIZE);
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//send netbuf to raw IPv4 socket
ips_send( socket ,  &netbuf );

To receive acknowledgements (IPS_NG_ACK messages) for each netbuf sent, call ips_setOption with following
parameters (SO_SC_ASYNC must be first set - see above):

uint8_t  on = 1;
if  ( ips_setOption ( socket ,  SOL_SOCKET,  SO_SC_RET_ACK,  &on,  sizeof ( on))  < 0)  {
Ê //error
}

To receive IPS_SEND_REPLY message on errors, call ips_setOption with following parameters (SO_SC_ASYNC
must be first set - see above):

uint8_t  on = 1;
if  ( ips_setOption ( socket ,  SOL_SOCKET,  SO_SC_RET_BUF,  &on,  sizeof ( on))  < 0)  {
Ê //error
}

NOTE
SO_SC_RET_ACK and SO_SC_RET_BUF cannot be both set, so turning one of them on will
automatically turn off the other one.

To close a raw IPv4 socket, call ips_close:

ips_close ( &socket);

4.6.5. Custom protocols on top of IPv4

4.6.5.1. Introduction

IPv4 layer allows users to built a custom protocol support on top of it.

IPv4 layer is represented in IPS NG by ips_obj_t object. To obtain this object, ipv4_get must be called. This object
will be required to interract with the IPv4 layer.

The minimal IPS NG setup required to implement a custom protocol on top of IPv4 is network device, link layer and
IPv4 layer.

4.6.5.2. Network buffers

As all the other layers of IPS NG, IPv4 uses netbufs (network buffers) (ips_netbuf_t) to deliver data to the user
process. User process can send data also by using the same structure.

If user process wants to send data to IPv4 layer, it can either allocate a new netbuf or use an existing one which it
already received from IPv4 layer.

To allocate an IPv4 buffer, use ipv4_bufAlloc function. It takes all the necessary arguments to fully initialize the
IPv4 header.

To re-use a netbuf that has no IPv4 header options, use ipv4_bufInit, which will initialize all IPv4 header fields with
provided parameters.

To re-use a netbuf that has IPv4 header options, use ipv4_bufReinit, which will strip options and initialize all IPv4
header fields with provided parameters except source and destination IP addresses.

4.6.5.3. Interacting with IPv4 layer
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Following steps must be taken in order for the user application to exchange IPv4 packets with the network. For
clarity, we are implementing UDP protocol here as an example, but user may implement any protocol.

1. Obtain an object which represents IPv4 layer. It can be done by calling ipv4_get function.

2. To start receiving network packets for a specific transport protocol, user application must register this protocol
with IPv4 layer. There can only be one receiver of a specific transport protocol packets. Use
ips_protocolRegister to register the protocol (use type_transport to specify protocol number). Once protocol
is registered, the IPv4 layer will immediately start forwarding to user application all the packets that match the
protocol. If more than one protocol will be registered with IPv4 layer, handle field of ips_protocol_t can be
used to distinguish IPS_NG_RECEIVE messages between transport protocols, because handle field of
IPS_NG_RECEIVE will be set to handle value of the transport protocol registered with IPv4 layer.

3. To send network packet, use function ips_send with IPv4 layer object ips_obj_t and netbuf ips_netbuf_t as
parameter.

4. After network operations are no longer needed, unregister protocol by calling ips_protocolUnregister and free
IPv4 layer object with ips_objFree. Make sure to flush process message queue by selectively receiving
IPS_NG_RECEIVE messages that might have been sent between last sc_msgRx call and
ips_protocolUnregister call.

When user application receives IPS_NG_RECEIVE messages (netbufs) from IPv4 layer, different portions of the
packets can be accessed as follows:

• IPS_NET_CUR points to the IPv4 header portion of the packet.

• IPS_NET_DATA points to the packet’s payload, while IPS_NET_DATA_SIZE returns size of the payload.

When user application wants to send a packet to the network via IPv4 layer, it must first allocate it and populate it:

1. Allocate a netbuf of a desired size with ipv4_bufAlloc. The size should be able to fit the entire payload. The
ipv4_bufAlloc function takes care for a proper alignment of the netbuf and enough room for the IPv4 layer
header, and its use is recommended. For advanced cases ips_netbufAlloc function is available, which allows
fine tuning of the netbuf.

2. Copy payload to the allocated netbuf (use IPS_NET_DATA to obtain the memory start address of the payload
area).

3. With ips_netbufStepPush push data pointer of the netbuf ips_netbuf_t to make it point to the IPv4 header
portion of the packet. The amount of bytes to push must be the size of IPv4 header. The function first sets cur
pointer to data, so that cur points now to payload portion of the packet.

4.6.5.4. Example

static  ips_protocol_t  *allocateUdpProtocol ( void  *handle)
{
Ê ips_protocol_t  *protocol  =
Ê   ( ips_protocol_t  * ) sc_msgAllocClr ( sizeof ( ips_protocol_t ),
Ê     IPS_NG_PROTOCOL,
Ê     SC_DEFAULT_POOL,
Ê     SC_FATAL_IF_TMO);

Ê protocol ->object . base. error  = 0;
Ê protocol ->object . base. handle = handle;
Ê strcpy (( char * ) protocol ->object . name,  "udp" );
Ê protocol ->object . controller  =
Ê   protocol ->object . sender =
Ê   protocol ->object . receiver  = sc_procIdGet( NULL,  SC_NO_TMO);
Ê protocol ->type_internet  = IPV4_P_UDP;

Ê return  protocol ;
}

#define HOOK_UDP_PROTOCOL 0x12345678

SC_PROCESS( minimal_ips_ng)
{
Ê ips_obj_t  * ipv4 ;
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Ê sc_msg_t msg;
Ê sc_msg_t hook;

Ê //Allocate a message. Its address will be used as system-unique value
Ê //for "handle" when registering protocol. When IPS_NG_RECEIVE message
Ê //is received, its "handle" will be set to this value allowing to easily
Ê //distinguish packets if more than one custom protocol is being implemented.
Ê hook = sc_msgAllocClr ( sizeof ( sc_msgid_t),  HOOK_UDP_PROTOCOL,
Ê                       SC_DEFAULT_POOL,  SC_FATAL_IF_TMO);

Ê //get ipv4 layer object
Ê ipv4  = ipv4_get ( SC_DEFAULT_POOL,  SC_NO_TMO);
Ê if  ( ipv4  == NULL)  {
Ê   while  ( 1);  //error
Ê }

Ê //register ARP protocol with link layer
Ê ips_protocol_t  *protocol  = allocateUdpProtocol ( hook);
Ê if  ( ips_protocolRegister ( ipv4 ,  &protocol )  < 0)  {
Ê   while  ( 1);  //error
Ê }

Ê for  (;;)  {
Ê   //wait for messages from ipv4 layer
Ê   msg = sc_msgRx( SC_ENDLESS_TMO,  SC_MSGRX_ALL,  SC_MSGRX_MSGID);
Ê   ips_netbuf_t  *netbuf  = &msg->netbuf ;
Ê   if  ( netbuf ->base. id  == IPS_NG_RECEIVE)  {
Ê     if  ( netbuf ->base. handle == hook)  {
Ê       udp_header_t *  udpHdr;
Ê       ipv4_header_t  *  ipv4Hdr;

Ê       udpHdr = ( udp_header_t * ) SDD_NET_DATA( netbuf );    //UDP
Ê       ipv4Hdr = ( ipv4_header_t  * ) SDD_NET_CUR( netbuf );  //IPv4

Ê       uint16_t  checksum = ips_checksum( 4 /* IPv4 */ ,
Ê         IPV4_P_UDP,
Ê         ipv4Hdr,
Ê         udpHdr,
Ê         ( uint16_t ) IPS_NET_DATA_SIZE( netbuf )  /* udp len (including udp header) */ );

Ê       if  ( checksum == 0xFFFF)  {
Ê         /* checksum ok */
Ê         if  ( ntohs( udpHdr->dstPort )  == 10000)  { //we accept packets on port 10000

Ê           if  ((( SDD_NET_DATA_SIZE( netbuf )  -  UDP_HEADER_SIZE)  >= 4)  &&
Ê             ( memcmp( SDD_NET_DATA( netbuf )  + UDP_HEADER_SIZE,  "quit" ,  4)  == 0))
Ê           {
Ê             //free netbuf
Ê             ips_netbufFree ( &netbuf );
Ê             break;
Ê           }

Ê           /* send back a reply */
Ê           ips_netbuf_t  * reply_netbuf ;

Ê           reply_netbuf  = ipv4_bufAlloc ( 0,  0,  IPV4_FLAG_DF,
Ê             80 /*ttl*/ ,
Ê             IPV4_P_UDP,
Ê             ( uint8_t  * ) ipv4Hdr->dst ,
Ê             ( uint8_t  * ) ipv4Hdr->src ,
Ê             ( uint16_t ) IPS_NET_DATA_SIZE( netbuf ),
Ê             SC_DEFAULT_POOL,
Ê             SC_FATAL_IF_TMO);

Ê           udp_header_t *  reply_udpHdr;
Ê           ipv4_header_t  *  reply_ipv4Hdr ;

Ê           reply_udpHdr = ( udp_header_t * ) SDD_NET_DATA( reply_netbuf );    //UDP
Ê           reply_ipv4Hdr  = ( ipv4_header_t  * ) SDD_NET_CUR( reply_netbuf );  //IPv4

Ê           reply_udpHdr->dstPort  = udpHdr->srcPort ;
Ê           reply_udpHdr->srcPort  = udpHdr->dstPort ;
Ê           reply_udpHdr-> len  = udpHdr-> len ;
Ê           reply_udpHdr->chksum = 0;
Ê           memcpy( SDD_NET_DATA( reply_netbuf )  + UDP_HEADER_SIZE,  /* "input" UDP packet payload */
Ê                  SDD_NET_DATA( netbuf )  + UDP_HEADER_SIZE,  /* "output" UDP packet payload */
Ê                  SDD_NET_DATA_SIZE( netbuf )  -  UDP_HEADER_SIZE);  /* size of UDP payload */

Ê           reply_udpHdr->chksum = ~ips_checksum( 4,  /* ipv4 */
Ê             IPV4_P_UDP,
Ê             reply_ipv4Hdr ,
Ê             reply_udpHdr,
Ê             ( uint16_t ) IPS_NET_DATA_SIZE( netbuf ));
Ê           if  ( reply_udpHdr->chksum == 0)  {
Ê             reply_udpHdr->chksum = 0xffff ;
Ê           }

Ê           // to send a netbuf down the IPS NG structures (to a lower layer),
Ê           // *data* pointer must point to IPv4 header, while *cur* pointer must
Ê           // point to UDP header. ips_netbufStepPush takes care of that.
Ê           ips_netbufStepPush( reply_netbuf ,  IPV4_HEADER_SIZE);
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Ê           //send netbuf to IPv4 layer
Ê           ips_send( ipv4 ,  &reply_netbuf );
Ê         }
Ê       }
Ê     }

Ê     //free netbuf
Ê     ips_netbufFree ( &netbuf );

Ê   }  else  {
Ê     while  ( 1);  //error - unexpected message ID
Ê   }
Ê }

Ê //unregister UDP protocol from link layer
Ê protocol  = allocateUdpProtocol ( hook);
Ê if  ( ips_protocolUnregister ( ipv4 ,  &protocol )  < 0)  {
Ê   while  ( 1);  //error
Ê }

Ê //flush any outstanding IPS_NG_RECEIVE messages after unregistering protocol
Ê while  ( NULL !=  ( msg = sc_msgRx( SC_NO_TMO,  SC_MSGRX_ALL,  SC_MSGRX_MSGID)))  {
Ê   if  ( msg-> id  == IPS_NG_RECEIVE)  {
Ê     sc_msgFree( &msg);
Ê   }  else  {
Ê     while  ( 1);  //error - unexpected message ID
Ê   }
Ê }

Ê //free ipv4 layer object
Ê ips_objFree ( &ipv4 );

Ê //free hook
Ê sc_msgFree( &hook);

Ê for  (;;)  sc_sleep( 1);
}

4.6.6. IPv4 statistics

IPv4 layer collects packets statistics which are available by calling ips_objTagGet. Please refer to this function for
the list of available statistics.
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4.7. ICMP layer

4.7.1. Introduction

ICMP (Internet Control Message Protocol) is a supporting protocol that helps IPv4 protocol function more efficiently.
It is used by network devices to send error messages and operational information. ICMP layer is optional in IPS NG
and can be ommited if there are resources constraints, however, it is highly recommended to include it in the
system.

4.7.2. Always-on ICMP messages processing

When ICMP layer is included in the system, it always processes following ICMP messages (without user actively
enabling this processing):

Echo request ICMP layer sends back Echo reply ICMP message

Destination Unreachable:
- Destination network unreachable
- Destination host unreachable
- Destination protocol unreachable
- Destination port unreachable
- Fragmentation required, and DF flag set

Content part of ICMP message is assumed to contain at least IPv4
header of the original packet that caused this ICMP message to be
sent by a remote host. The included IPv4 header is examined for
protocol number and if this protocol is registered with ICMP layer,
following happens:

• cur pointer of ips_netbuf_t is set to point to the included IPv4
packet’s header.

• data pointer of ips_netbuf_t is set to point to the payload of the
included IPv4 packet.

• error field of ips_netbuf_t is set to an error code depending on
the ICMP message code:

Destination network
unreachable

ENETUNREACH

Destination host unreachable EHOSTUNREACH

Destination protocol
unreachable

ENOPROTOOPT

Destination port unreachable ENOPROTOOPT

Fragmentation required, and DF
flag set

EHOSTUNREACH

• Netbuf is sent as IPS_NG_ERROR message to the process
which registered the protocol with ICMP layer.

4.7.3. Registering custom protocol

Internally, IPS NG registers UDP and TCP protocols with ICMP layer. User process can register a custom transport
protocol with ICMP to receive Destination Unreachable IPS_NG_ERROR messages.

ICMP layer is represented in IPS NG by ips_obj_t object. To obtain this object, icmp_get must be called.

ICMP layer supports a set of protocol functions listed in chapter Protocols. Please refer to Protocol functions for
details about using these functions. Once a custom protocol is registered, user process will start receiving
IPS_NG_ERROR messages as described in chapter Always-on ICMP messages processing.
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4.7.4. Sending and receiving ICMP messages

It is possible for user process to send any ICMP message type, but receive only following ICMP message types:

• Timestamp reply (ICMP_TIMESTAMP_REP)

• Information Reply (ICMP_INFORMATION_REP)

• Address Mask Reply (ICMP_ADDR_MASK_REP)

• Mobile Registration Reply (ICMP_MOBILE_REG_REP)

• Domain Name Reply (ICMP_DOMAIN_NAME_REP)

• Echo reply (ICMP_ECHO_REP)

To send/receive ICMP messages, use following guidelines.

To open an ICMP socket, call ips_open. Third parameter specifies which ICMP message type user process is
going to send through this socket. See ips_open for the list of possible, predefined values.

ips_obj_t  *socket ;

socket  = ips_open( "ipv4" ,  "icmp" ,  ICMP_ECHO_REQ);
if  ( socket  == NULL)  {
Ê //error
}

To send (and subsequently receive) an ICMP message, ips_connect must be called specifying an IP address to
send an ICMP message to. ips_connect must be called whenever there is a need to change the destination IP.

ips_addr_t  addr = {  . addr = { 192,  168,  1,  11},  . family  = AF_INET };

if  ( ips_connect ( socket ,  &addr,  0)  < 0)  {
Ê //error
}

Prepare an ICMP message to send:

uint32_t  size  = sizeof ( icmp_header_t)  -  1 + sizeof ( icmp_echo_t)  + 3;  /* 4 bytes of data */

ips_netbuf_t  *netbuf  = ips_alloc ( size ,
Ê                                SC_DEFAULT_POOL,
Ê                                SC_FATAL_IF_TMO);

icmp_header_t *header = ( icmp_header_t * ) IPS_NET_DATA( netbuf );
icmp_echo_t *echo_req = ( icmp_echo_t * ) &header->data[ 0];

echo_req->seq = 0x1234;
memset( echo_req->data,  0xAA,  4);

//NOTE: header->type will be set by ICMP layer
//NOTE: header->chksum will be set by ICMP layer
//NOTE: echo_req->id will be set by ICMP layer

Send echo request message:

ips_send( socket ,  &netbuf );

Wait for echo reply:

sc_msg_t msg = sc_msgRx( SC_ENDLESS_TMO,  SC_MSGRX_ALL,  SC_MSGRX_MSGID);
if  ( msg-> id  == IPS_NG_RECEIVE)  {
Ê if  ( IPS_NET_DATA_SIZE( &msg->netbuf )  >= size )  {
Ê   header = ( icmp_header_t * ) IPS_NET_DATA( &msg->netbuf );
Ê   echo_req = ( icmp_echo_t * ) &header->data[ 0];

Ê   if  ( echo_req->seq == 0x1234)  {
Ê     //ping reply received
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Ê   }
Ê }
}  else  {
Ê //unexpected message ID
}

sc_msgFree( &msg);

To close an ICMP socket, call ips_close:

ips_close ( &socket);

NOTE
When sending an ICMP message, fields type and chksum of icmp_header_t of all ICMP
messages types, and field id of following ICMP messages types are automatically populated by
ICMP layer:

• Echo request (ICMP_ECHO_REQ)

• Echo reply (ICMP_ECHO_REP)

• Timestamp request (ICMP_TIMESTAMP_REQ)

• Timestamp reply (ICMP_TIMESTAMP_REP)

• Information Request (ICMP_INFORMATION_REQ)

• Information Reply (ICMP_INFORMATION_REP)

• Address Mask Request (ICMP_ADDR_MASK_REQ)

• Address Mask Reply (ICMP_ADDR_MASK_REP)

• Mobile Registration Request (ICMP_MOBILE_REG_REQ)

• Mobile Registration Reply (ICMP_MOBILE_REG_REP)

• Domain Name Request (ICMP_DOMAIN_NAME_REQ)

• Domain Name Reply (ICMP_DOMAIN_NAME_REP)
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4.7.5. ICMP statistics

ICMP layer collects packets statistics which are available by calling ips_objTagGet. Please refer to this function for
the list of available statistics.

4.8. IPv6 addresses

4.8.1. Introduction

IPv6 addresses can be represented in IPS NG in two ways:

• as ips_addr_t structure with family field set to AF_INET6

• as sixteen bytes array, where first byte of array is the highest byte of an address, for example "0x20" in address
"2001:0db8:85a3:0000:0000:8a2e:0370:7300".

4.8.2. Helper functions

Following functions can be used to manipulate IPv6 addresses:

ipv6_is_equal_addr_and_plain Compare ips_addr_t with IPv6 address as 16-byte array.

ipv6_is_equal_addr Compare two ips_addr_t addresses.

ipv6_extract_plain_addr Extract IPv6 address as 16-byte array from ips_addr_t.

ipv6_clone_addr Clone ips_addr_t address.

ipv6_init_addr Initialize ips_addr_t address using IPv6 address in 16-byte array.

ipv6_clone_plain_addr Clone IPv6 address given as 16-byte array.

4.8.3. String representation conversion

Following functions, that convert between string and byte representation of an IPv4 address, are available:

string to bytes inet_net_pton output to byte array, many input formats possible

bytes to string inet_net_ntop input as ips_addr_t, output to format
xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx

inet_net_ntop_plain input as byte array, output to format
xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx

inet_net_ntop_cidr input as ips_addr_t, output to format
xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx/xx (where xx is prefix
length)

inet_net_ntop_plain_cidr input as byte array, output to format
xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx/xx (where xx is prefix
length)
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4.9. IPv6 prefixes

4.9.1. Introduction

IPv6 prefixes are represented in IPS NG as ips_prefix_t structure.

4.9.2. Helper functions

Following functions can be used to manipulate IPv6 prefixes:

ipv6_init_prefix Initialize ips_prefix_t using IPv6 prefix in 16-byte array and prefix length.

ipv6_is_equal_prefix Compare two ips_prefix_t structures.
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4.10. IPv6 layer

4.10.1. Configuring network devices for IPv6

A network device must be configured to be used by IPv6 layer. Use ipv6_devConfigure to enable IPv6 operations
on a network device or ipv6_devDeconfigure to disable IPv6 operations. Function ipv6_devConfigure takes
ips_dev_ipv6_config_t structure as parameter. The configuration structure allows to set parameters such as IPv6
caches sizes,timeouts and other parameters.

4.10.2. Adding IPv6 prefixes

Normally IPv6 prefixes are added to network devices when RA (Router Advertisement) packets are received.
Please refer to "6.2.3 Router Advertisement Message Content" in RFC4861 for details about RA packets.

To manually add an IPv6 prefix to a network device (for example if there are no routers in the network), use function
ipv6_prefixAdd. To remove prefix from network device, use ipv6_prefixRemove.

4.10.3. Adding IPv6 addresses

Normally IPv6 addresses are added to network devices when RA (Router Advertisement) packets are received.
This process is called "IPv6 Stateless Address Autoconfiguration - SLAAC". Please refer to chapter "5.5.3 Router
Advertisement Processing" in RFC4862 for details.

If there are no routers in the network or if there is a need for more IPv6 addresses to be assigned to a network
device (on top of the one which results from SLAAC), it is possible to add an IPv6 address by using
ipv6_addressBind. To remove an IPv6 address, use ipv6_addressUnbind.

4.10.4. Adding entries to the neighbor cache

Normally IPv6 layer maintains IPv6 neighbor cache by automatically by adding and removing its entries. It is,
however, possible to manually add or remove the neighbor cache entries by using functions ipv6_neighborAdd
and ipv6_neighborRemove, accordingly.

4.10.5. Raw access to IPv6 packets

If user process (or multiple user processes) requires access to raw IPv6 protocol packets, it cannot simply register
IPv6 protocol with Link layer by using ips_protocolRegister. It is because IPv6 layer has already registered with
Link layer to receive IPv6 packets. For this reason it is required to add SCP_rawipv6 Process to the system and
use socket functions to access IPv6 packets.

To open a raw IPv6 socket, call ips_open with following parameters:

ips_obj_t  *socket ;

socket  = ips_open( "ipv6" ,  "rawipv6" ,  0);

To start receiving IPv6 packets in form of IPS_NG_RECEIVE, use ips_setOption with following parameters. The
process which sets this option will start receiving messages.

uint8_t  on = 1;
if  ( ips_setOption ( socket ,  SOL_SOCKET,  SO_SC_ASYNC,  &on,  sizeof ( on))  < 0)  {
Ê //error
}

To send an IPv6 packet, allocate netbuf with ipv6_bufAlloc, fill it with payload data and call ips_send:

IPS Manual

105



Ê     ips_netbuf_t  *netbuf  = ipv6_bufAlloc ( 0x60000000,  /*0-3:version 4-11:traffic 12-31:label*/
Ê       500,         /* Payload Length  */
Ê       IPV6_P_UDP,  /* Next Header */
Ê       40,          /* Hop Limit */
Ê       ( uint8_t  * ) " \x2a\x01\x11\x0f\x44\x0b\xe1\x00 \
Ê                   \x0a\x00\x3e\xff\xfe\x27\xdd\x23 " ,  /* local ip */
Ê       ( uint8_t  * ) " \x2a\x01\x11\x0f\x44\x0b\xe1\x00 \
Ê                   \xa1\xcc\x8b\x81\xa7\x36\xd4\x7c " ,  /* remote ip */
Ê       SC_DEFAULT_POOL,       /* pool id */
Ê       SC_FATAL_IF_TMO,       /* time out */
Ê       1);                    /* do not fragment */

memcpy( IPS_NET_DATA( netbuf ),  <payload>,  500);

// to send a netbuf down the IPS NG structures (to a lower layer),
// *data* pointer must point to IPv6 header, while *cur* pointer must
// point to payload. ips_netbufStepPush takes care of that.
ips_netbufStepPush( netbuf ,  IPV6_HEADER_SIZE);

//send netbuf to raw IPv6 socket
ips_send( socket ,  &netbuf );

To receive acknowledgements (IPS_NG_ACK messages) for each netbuf sent, call ips_setOption with following
parameters (SO_SC_ASYNC must be first set - see above):

uint8_t  on = 1;
if  ( ips_setOption ( socket ,  SOL_SOCKET,  SO_SC_RET_ACK,  &on,  sizeof ( on))  < 0)  {
Ê //error
}

To receive IPS_SEND_REPLY message on errors, call ips_setOption with following parameters (SO_SC_ASYNC
must be first set - see above):

uint8_t  on = 1;
if  ( ips_setOption ( socket ,  SOL_SOCKET,  SO_SC_RET_BUF,  &on,  sizeof ( on))  < 0)  {
Ê //error
}

NOTE
SO_SC_RET_ACK and SO_SC_RET_BUF cannot be both set, so turning one of them on will
automatically turn off the other one.

To close a raw IPv6 socket, call ips_close:

ips_close ( &socket);

4.10.6. Custom protocols on top of IPv6 layer

4.10.6.1. Introduction

IPv6 layer allows users to built a custom protocol support on top of it.

IPv6 layer is represented in IPS NG by ips_obj_t object. To obtain this object, ipv6_get must be called. This object
will be required to interract with the IPv6 layer.

The minimal IPS NG setup required to implement a custom protocol on top of IPv6 is network device, link layer and
IPv6 layer.

4.10.6.2. Network buffers

As all the other layers of IPS NG, IPv6 uses netbufs (network buffers) (ips_netbuf_t) to deliver data to the user
process. User process can send data also by using the same structure.

If user process wants to send data to IPv6 layer, it can either allocate a new netbuf or use an existing one which it
already received from IPv6 layer.
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To allocate an IPv6 buffer, use ipv6_bufAlloc function. It takes all the necessary arguments to fully initialize the
IPv6 header.

To re-use a netbuf that has no IPv6 header extensions, use ipv6_bufInit, which will initialize all IPv6 header fields
with provided parameters.

To re-use a netbuf that has IPv6 header extensions, use ipv6_bufReinit, which will strip extensions and initialize all
IPv6 header fields with provided parameters except source and destination IP addresses.

4.10.6.3. Interacting with IPv6 layer

Following steps must be taken in order for the user application to exchange IPv6 packets with the network. For
clarity, we are implementing UDP protocol here as an example, but user may implement any protocol.

1. Obtain an object which represents IPv6 layer. It can be done by calling ipv6_get function.

2. To start receiving network packets for a specific transport protocol, user application must register this protocol
with IPv6 layer. There can only be one receiver of a specific transport protocol packets. Use
ips_protocolRegister to register the protocol (use type_transport to specify protocol number). Once protocol
is registered, the IPv6 layer will immediately start forwarding to user application all the packets that match the
protocol. If more than one protocol will be registered with IPv6 layer, handle field of ips_protocol_t can be
used to distinguish IPS_NG_RECEIVE messages between transport protocols, because handle field of
IPS_NG_RECEIVE will be set to handle value of the transport protocol registered with IPv6 layer.

3. To send network packet, use function ips_send with IPv6 layer object ips_obj_t and netbuf ips_netbuf_t as
parameter.

4. After network operations are no longer needed, unregister protocol by calling ips_protocolUnregister and free
IPv6 layer object with ips_objFree. Make sure to flush process message queue by selectively receiving
IPS_NG_RECEIVE messages that might have been sent between last sc_msgRx call and
ips_protocolUnregister call.

When user application receives IPS_NG_RECEIVE messages (netbufs) from IPv6 layer, different portions of the
packets can be accessed as follows:

• IPS_NET_CUR points to the IPv6 header portion of the packet.

• IPS_NET_DATA points to the packet’s payload, while IPS_NET_DATA_SIZE returns size of the payload.

When user application wants to send a packet to the network via IPv6 layer, it must first allocate it and populate it:

1. Allocate a netbuf of a desired size with ipv6_bufAlloc. The size should be able to fit the entire payload. The
ipv6_bufAlloc function takes care for a proper alignment of the netbuf and enough room for the IPv6 layer
header, and its use is recommended. For advanced cases ips_netbufAlloc function is available, which allows
fine tuning of the netbuf.

2. Copy payload to the allocated netbuf (use IPS_NET_DATA to obtain the memory start address of the payload
area).

3. With ips_netbufStepPush push data pointer of the netbuf ips_netbuf_t to make it point to the IPv6 header
portion of the packet. The amount of bytes to push must be the size of IPv6 header. The function first sets cur
pointer to data, so that cur points now to payload portion of the packet.

4.10.6.4. Example

static  ips_protocol_t  *allocateUdpProtocol ( void  *handle)
{
Ê ips_protocol_t  *protocol  =
Ê   ( ips_protocol_t  * ) sc_msgAllocClr ( sizeof ( ips_protocol_t ),
Ê     IPS_NG_PROTOCOL,
Ê     SC_DEFAULT_POOL,
Ê     SC_FATAL_IF_TMO);
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Ê protocol ->object . base. error  = 0;
Ê protocol ->object . base. handle = handle;
Ê strcpy (( char * ) protocol ->object . name,  "udp" );
Ê protocol ->object . controller  =
Ê   protocol ->object . sender =
Ê   protocol ->object . receiver  = sc_procIdGet( NULL,  SC_NO_TMO);
Ê protocol ->type_transport  = IPV6_P_UDP;

Ê return  protocol ;
}

#define HOOK_UDP_PROTOCOL 0x12345678

SC_PROCESS( minimal_ips_ng)
{
Ê ips_obj_t  * ipv6 ;
Ê sc_msg_t msg;
Ê sc_msg_t hook;

Ê //Allocate a message. Its address will be used as system-unique value
Ê //for "handle" when registering protocol. When IPS_NG_RECEIVE message
Ê //is received, its "handle" will be set to this value allowing to easily
Ê //distinguish packets if more than one custom protocol is being implemented.
Ê hook = sc_msgAllocClr ( sizeof ( sc_msgid_t),  HOOK_UDP_PROTOCOL,
Ê   SC_DEFAULT_POOL,  SC_FATAL_IF_TMO);

Ê //get ipv6 layer object
Ê ipv6  = ipv6_get ( SC_DEFAULT_POOL,  SC_NO_TMO);
Ê if  ( ipv6  == NULL)  {
Ê   while  ( 1);  //error
Ê }

Ê //register ARP protocol with link layer
Ê ips_protocol_t  *protocol  = allocateUdpProtocol ( hook);
Ê if  ( ips_protocolRegister ( ipv6 ,  &protocol )  < 0)  {
Ê   while  ( 1);  //error
Ê }

Ê for  (;;)  {
Ê   //wait for messages from ipv6 layer
Ê   msg = sc_msgRx( SC_ENDLESS_TMO,  SC_MSGRX_ALL,  SC_MSGRX_MSGID);
Ê   ips_netbuf_t  *netbuf  = &msg->netbuf ;
Ê   if  ( netbuf ->base. id  == IPS_NG_RECEIVE)  {
Ê     if  ( netbuf ->base. handle == hook)  {
Ê       udp_header_t *  udpHdr;
Ê       ipv6_header_t  *  ipv6Hdr;

Ê       udpHdr = ( udp_header_t * ) SDD_NET_DATA( netbuf );    //UDP
Ê       ipv6Hdr = ( ipv6_header_t  * ) SDD_NET_CUR( netbuf );  //IPv6

Ê       uint16_t  checksum = ips_checksum( 6 /* IPv6 */ ,
Ê         IPV6_P_UDP,
Ê         ipv6Hdr,
Ê         udpHdr,
Ê         ( uint16_t ) IPS_NET_DATA_SIZE( netbuf )  /* udp len (including udp header) */ );

Ê       if  ( checksum == 0xFFFF)  {
Ê         /* checksum ok */
Ê         if  ( ntohs( udpHdr->dstPort )  == 10000)  { //we accept packets on port 10000

Ê           if  ((( SDD_NET_DATA_SIZE( netbuf )  -  UDP_HEADER_SIZE)  >= 4)  &&
Ê             ( memcmp( SDD_NET_DATA( netbuf )  + UDP_HEADER_SIZE,  "quit" ,  4)  == 0))
Ê           {
Ê             //free netbuf
Ê             ips_netbufFree ( &netbuf );
Ê             break;
Ê           }

Ê           /* send back a reply */
Ê           ips_netbuf_t  * reply_netbuf ;

Ê           reply_netbuf  = ipv6_bufAlloc ( 0x60000000,  /*0-3:version 4-11:traffic 12-31:label*/
Ê             ( uint16_t ) IPS_NET_DATA_SIZE( netbuf ),  /* Payload Length  */
Ê             IPV6_P_UDP,                           /* Next Header */
Ê             40,                                   /* Hop Limit */
Ê             ipv6Hdr->dst ,          /* local ip */
Ê             ipv6Hdr->src ,          /* remote ip */
Ê             SC_DEFAULT_POOL,       /* pool id */
Ê             SC_FATAL_IF_TMO,       /* time out */
Ê             1);                    /* do not fragment */

Ê           udp_header_t *  reply_udpHdr;
Ê           ipv6_header_t  *  reply_ipv6Hdr ;

Ê           reply_udpHdr = ( udp_header_t * ) SDD_NET_DATA( reply_netbuf );    //UDP
Ê           reply_ipv6Hdr  = ( ipv6_header_t  * ) SDD_NET_CUR( reply_netbuf );  //IPv6

Ê           reply_udpHdr->dstPort  = udpHdr->srcPort ;
Ê           reply_udpHdr->srcPort  = udpHdr->dstPort ;
Ê           reply_udpHdr-> len  = udpHdr-> len ;
Ê           reply_udpHdr->chksum = 0;
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Ê           memcpy( SDD_NET_DATA( reply_netbuf )  + UDP_HEADER_SIZE,  /* "input" UDP packet payload */
Ê             SDD_NET_DATA( netbuf )  + UDP_HEADER_SIZE,  /* "output" UDP packet payload */
Ê             SDD_NET_DATA_SIZE( netbuf )  -  UDP_HEADER_SIZE);  /* size of UDP payload */

Ê           reply_udpHdr->chksum = ~ips_checksum( 6,  /* ipv6 */
Ê             IPV6_P_UDP,
Ê             reply_ipv6Hdr ,
Ê             reply_udpHdr,
Ê             ( uint16_t ) IPS_NET_DATA_SIZE( netbuf ));
Ê           if  ( reply_udpHdr->chksum == 0)  {
Ê             reply_udpHdr->chksum = 0xffff ;
Ê           }

Ê           // to send a netbuf down the IPS NG structures (to a lower layer),
Ê           // *data* pointer must point to IPv6 header, while *cur* pointer must
Ê           // point to UDP header. ips_netbufStepPush takes care of that.
Ê           ips_netbufStepPush( reply_netbuf ,  IPV6_HEADER_SIZE);

Ê           //send netbuf to IPv6 layer
Ê           ips_send( ipv6 ,  &reply_netbuf );
Ê         }
Ê       }
Ê     }

Ê     //free netbuf
Ê     ips_netbufFree ( &netbuf );

Ê   }  else  {
Ê     while  ( 1);  //error - unexpected message ID
Ê   }
Ê }

Ê //unregister UDP protocol from link layer
Ê protocol  = allocateUdpProtocol ( hook);
Ê if  ( ips_protocolUnregister ( ipv6 ,  &protocol )  < 0)  {
Ê   while  ( 1);  //error
Ê }

Ê //flush any outstanding IPS_NG_RECEIVE messages after unregistering protocol
Ê while  ( NULL !=  ( msg = sc_msgRx( SC_NO_TMO,  SC_MSGRX_ALL,  SC_MSGRX_MSGID)))  {
Ê   if  ( msg-> id  == IPS_NG_RECEIVE)  {
Ê     sc_msgFree( &msg);
Ê   }  else  {
Ê     while  ( 1);  //error - unexpected message ID
Ê   }
Ê }

Ê //free ipv6 layer object
Ê ips_objFree ( &ipv6 );

Ê //free hook
Ê sc_msgFree( &hook);

Ê for  (;;)  sc_sleep( 1);
}

4.10.7. IPv6 statistics

IPv6 layer collects packets statistics which are available by calling ips_objTagGet. Please refer to this function for
the list of available statistics.
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4.11. ICMP6 layer

4.11.1. Introduction

ICMP6 (Internet Control Message Protocol Version 6) is a supporting protocol that helps IPv6 protocol function
more efficiently. It is used by network devices to send error messages and operational information. ICMP6 layer is
optional in IPS NG and can be ommited if there are resources constraints, however, it is highly recommended to
include it in the system.

4.11.2. Always-on ICMP6 messages processing

When ICMP6 layer is included in the system, it always processes following ICMP6 messages (without user actively
enabling this processing):

Echo request ICMP6 layer sends back Echo reply ICMP6 message

Parameter Problem Message body part of ICMP6 message is assumed to contain at
least IPv6 header of the original packet that caused this ICMP6
message to be sent by a remote host. The included IPv6 header is
examined for protocol number and if this protocol is registered with
ICMP6 layer, following happens:

• cur pointer of ips_netbuf_t is set to point to the included IPv6
packet’s header.

• data pointer of ips_netbuf_t is set to point to the payload of the
included IPv6 packet.

• error field of ips_netbuf_t is set to EINVAL:

• Netbuf is sent as IPS_NG_ERROR message to the process
which registered the protocol with ICMP6 layer.

Time exceeded Message body part of ICMP6 message is assumed to contain at
least IPv6 header of the original packet that caused this ICMP6
message to be sent by a remote host. The included IPv6 header is
examined for protocol number and if this protocol is registered with
ICMP6 layer, following happens:

• cur pointer of ips_netbuf_t is set to point to the included IPv6
packet’s header.

• data pointer of ips_netbuf_t is set to point to the payload of the
included IPv6 packet.

• error field of ips_netbuf_t is set to ETIME:

• Netbuf is sent as IPS_NG_ERROR message to the process
which registered the protocol with ICMP6 layer.
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Packet too big Message body part of ICMP6 message is assumed to contain at
least IPv6 header of the original packet that caused this ICMP6
message to be sent by a remote host. The included IPv6 header is
examined for protocol number and if this protocol is registered with
ICMP6 layer, following happens:

• cur pointer of ips_netbuf_t is set to point to the included IPv6
packet’s header.

• data pointer of ips_netbuf_t is set to point to the payload of the
included IPv6 packet.

• error field of ips_netbuf_t is set to E2BIG:

• Netbuf is sent as IPS_NG_ERROR message to the process
which registered the protocol with ICMP6 layer.

Destination Unreachable:

• No route to destination

• Communication with destination
administratively prohibited

• Beyond scope of source address

• Address unreachable

• Port unreachable

• Source address failed ingress/egress
policy

• Reject route to destination

Message body part of ICMP6 message is assumed to contain at
least IPv6 header of the original packet that caused this ICMP6
message to be sent by a remote host. The included IPv6 header is
examined for protocol number and if this protocol is registered with
ICMP6 layer, following happens:

• cur pointer of ips_netbuf_t is set to point to the included IPv6
packet’s header.

• data pointer of ips_netbuf_t is set to point to the payload of the
included IPv6 packet.

• error field of ips_netbuf_t is set to an error code depending on
the ICMP6 message code:

No route to destination EHOSTUNREACH

Communication with destination
administratively prohibited

EHOSTUNREACH

Beyond scope of source
address

EHOSTUNREACH

Address unreachable EHOSTUNREACH

Port unreachable ENOPROTOOPT

Source address failed
ingress/egress policy

EHOSTUNREACH

Reject route to destination EHOSTUNREACH

• Netbuf is sent as IPS_NG_ERROR message to the process
which registered the protocol with ICMP6 layer.

4.11.3. Registering custom protocol

Internally, IPS NG registers UDP and TCP protocols with ICMP6 layer. User process can register a custom
transport protocol with ICMP6 to receive Destination Unreachable, Packet too big, Time Exceeded and
Parameter Problem IPS_NG_ERROR messages.

ICMP6 layer is represented in IPS NG by ips_obj_t object. To obtain this object, icmp6_get must be called.

ICMP6 layer supports a set of protocol functions listed in chapter Protocols. Please refer to Protocol functions for
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details about using these functions. Once a custom protocol is registered, user process will start receiving
IPS_NG_ERROR messages as described in chapter Always-on ICMP6 messages processing.

4.11.4. Sending and receiving ICMP6 messages

It is possible for user process to send any ICMP6 message type, but receive only Echo reply (ICMP_ECHO_REP).

To send/receive ICMP6 messages, use following guidelines.

To open an ICMP6 socket, call ips_open. Third parameter specifies which ICMP6 message type user process is
going to send through this socket. See ips_open for the list of possible, predefined values.

ips_obj_t  *socket ;

socket  = ips_open( "ipv6" ,  "icmp6" ,  ICMP6_ECHO_REQ);
if  ( socket  == NULL)  {
Ê //error
}

To send (and subsequently receive) an ICMP6 message, ips_connect must be called specifying an IP address to
send an ICMP6 message to. ips_connect must be called whenever there is a need to change the destination IP.

ips_addr_t  addr = {  . addr = { 0x2a,  0x01,  0x11,  0x0f ,  0x44,  0x0b,  0xe1,  0x00,
Ê                            0xb1,  0x03,  0x8d,  0x3b,  0x97,  0xa7,  0x2e,  0xcf },
Ê                   . family  = AF_INET6 };

if  ( ips_connect ( socket ,  &addr,  0)  < 0)  {
Ê //error
}

Prepare an ICMP6 message to send:

uint32_t  size  = sizeof ( icmp6_echo_t)  + 4;  /* 4 bytes of data */

ips_netbuf_t  *netbuf  = ips_alloc ( size ,
Ê                                SC_DEFAULT_POOL,
Ê                                SC_FATAL_IF_TMO);

icmp6_echo_t *echo_req = ( icmp6_echo_t * ) IPS_NET_DATA( netbuf );

echo_req->hdr. code = 0;
echo_req->seq = 0x1234;
memset( IPS_NET_DATA( netbuf )  + sizeof ( icmp6_echo_t),  0xAA,  4);

//NOTE: echo_req->hdr.chksum will be set by ICMP6 layer
//NOTE: echo_req->hdr.type will be set by ICMP6 layer
//NOTE: echo_req->id will be set by ICMP6 layer

Send echo request message:

ips_send( socket ,  &netbuf );

Wait for echo reply:

sc_msg_t msg = sc_msgRx( SC_ENDLESS_TMO,  SC_MSGRX_ALL,  SC_MSGRX_MSGID);
if  ( msg-> id  == IPS_NG_RECEIVE)  {
Ê if  ( IPS_NET_DATA_SIZE( &msg->netbuf )  >= size )  {
Ê   echo_req = ( icmp6_echo_t * ) IPS_NET_DATA( &msg->netbuf );

Ê   if  ( echo_req->seq == 0x1234)  {
Ê     //ping reply received
Ê   }  else  {
Ê     //unexpected seq
Ê   }
Ê }
}  else  {
Ê //unexpected message ID
}
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sc_msgFree( &msg);

To close an ICMP6 socket, call ips_close:

ips_close ( &socket);

NOTE
When sending an ICMP6 message, fields type and chksum of icmp6_header_t of all ICMP6
messages types, and field id of Echo request (ICMP_ECHO_REQ) ICMP6 message type are
automatically populated by ICMP6 layer.
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4.11.5. ICMP6 statistics

ICMP6 layer collects packets statistics which are available by calling ips_objTagGet. Please refer to this function
for the list of available statistics.

4.12. UDP layer

4.12.1. Introduction

UDP (User Datagram Protocol) is a protocol that allows asychronous communication between two hosts. The
communication allows low-latency but is not loss-tollerant. It must be assumed that UDP packet may not reach its
destination.

In IPS NG, UDP protocol is provided by UDP layer in the form of sockets.

4.12.2. Opening UDP socket

To open a UDP socket, call ips_open. Third parameter is not used for UDP, so any value can be used.

ips_obj_t  *socket ;

socket  = ips_open( "ipv4" ,  "udp" ,  0);
if  ( socket  == NULL)  {
Ê //error
}

4.12.3. Sending UDP packet

Before sending a UDP packet, user process must tell the socket to which host address and port the packet should
be sent to. To specify the packet destination, call ips_connect every time the destination changes. Following
example sets destination to 192.168.1.32 and port 1000.

ips_addr_t  addr = {  . addr = { 192,  168,  1,  32},  . family  = AF_INET };

if  ( ips_connect ( socket ,  &addr,  htons( 1000))  < 0)  {
Ê //error
}

Prepare UDP payload to send:

ips_netbuf_t  *netbuf  = ips_alloc ( 7,  SC_DEFAULT_POOL,  SC_FATAL_IF_TMO);
if  ( netbuf  == NULL)  {
Ê //error
}

strcpy (( char * ) IPS_NET_DATA( netbuf ),  "Hello!" );

Send UDP packet:

ips_send( socket ,  &netbuf );

4.12.4. Binding UDP socket to address/port

By default, UDP layer sends packets from source address that has the best metrics. Source port is selected from
the pool of available ports (49152 - 65535). User, however, can specify source IP address and/or source UDP port
by binding the socket.

To receive a UDP packet, binding a socket to a port is required.
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Following example shows ways ips_bind can be used.

ips_addr_t  src_addr  = {  . addr = { 192,  168,  1,  201},  . family  = AF_INET };

//bind to IP:port
if  ( ips_bind ( socket ,  &src_addr ,  htons( 2000))  < 0)  {
Ê //error
}

//or bind only to a specific IP address
if  ( ips_bind ( socket ,  &src_addr ,  IPS_BIND_TO_EPHEMERAL_PORT)  < 0)  {
Ê //error
}

//or bind only to a specific port
if  ( ips_bind ( socket ,  &AF_INET_ADDR_ANY,  htons( 2000))  < 0)  {
Ê //error
}

There are rules that ips_bind funcion follows. These rules are there to ensure that two sockets don’t bind to the
same address range or port. For details refer to Binding rules for UDP and TCP sockets.

4.12.5. Receiving UDP packet

To receive UDP packets from remote host, the socket must be bound to at least a port number. To enable packets
receiving, user process must set following socket option by calling ips_setOption function.

uint8_t  on = 1;
if  ( ips_setOption ( socket ,  SOL_SOCKET,  SO_SC_ASYNC,  &on,  sizeof ( on))  < 0)  {
Ê //error
}

Once SO_SC_ASYNC option is set, UDP layer starts sending messages to the user process. User process must
check periodically (or at all times the process is inactive) its message queue for asynchronous IPS_NG_ERROR
messages that may be sent by UDP layer to notify user about errors. Following code waits for an incoming UDP
packet (IPS_NG_RECEIVE) and asynchronous errors (IPS_NG_ERROR). To access various properties of the
received UDP packet, use following macros or functions:

• IPS_NET_DATA to get the pointer to UDP payload data

• IPS_NET_DATA_SIZE to get UDP payload data size

• ips_getPeerAddr to get IP address and port of the remote peer

• ips_getLocalAddr to get local IP address and port (in case they are unknown because of binding to
AF_INET_ADDR_ANY or IPS_BIND_TO_EPHEMERAL_PORT)

• IPS_NET_CUR to get the pointer to the UDP header, if needed

Each received UDP packet must be acknowledged by the user process by calling ips_ack.

union sc_msg {
Ê sc_msgid_t id ;
Ê ips_netbuf_t  netbuf ;
Ê ips_error_t  error ;
};

sc_msg_t msg;
while  ( NULL !=  ( msg = sc_msgRx( SC_ENDLESS_TMO,  SC_MSGRX_ALL,  SC_MSGRX_MSGID)))  {
Ê if  ( msg-> id  == IPS_NG_RECEIVE)  {
Ê   //received UDP packet

Ê   uint8_t  *payload = IPS_NET_DATA( &msg->netbuf );
Ê   uint32_t  payload_size  = IPS_NET_DATA_SIZE( &msg->netbuf );
Ê   ips_addr_t  peer_addr;
Ê   uint16_t  peer_port ;
Ê   ips_addr_t  local_addr ;
Ê   uint16_t  local_port ;
Ê   if  ( ips_getPeerAddr( &msg->netbuf ,  &peer_addr,  &peer_port )  < 0)  {
Ê     //error
Ê   }
Ê   if  ( ips_getLocalAddr ( &msg->netbuf ,  &local_addr ,  &local_port )  < 0)  {
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Ê     //error
Ê   }

Ê   ips_ack( socket ,  &msg->netbuf );

Ê   sc_msgFree( &msg);

Ê }  else  if  ( msg-> id  == IPS_NG_ERROR)  {

Ê   kprintf ( 0,  "UDP error: %d \n " ,  msg->error . base. error );
Ê   //UDP error
Ê   sc_msgFree( &msg);

Ê }  else  {
Ê   //error - not expected message ID
Ê }
}

4.12.6. Acknowledgements for sent packets

If user needs it, they can enable acknowledge message IPS_NG_ACK to be sent for every UDP packet sent by the
user process to the UDP layer. The option enabling this feature is SO_SC_RET_ACK. When IPS_NG_ACK is
received, then it only means that UDP layer successfully sent the packet to IPv4/IPv6 layer, but sending may still fail
later, for example due to the lack of route to destination.

uint8_t  on = 1;
if  ( ips_setOption ( socket ,  SOL_SOCKET,  SO_SC_RET_ACK,  &on,  sizeof ( on))  < 0)  {
Ê //error
}

sc_msg_t msg;
static  const  sc_msgid_t select []  = { IPS_NG_ACK,  0};
ips_send( socket ,  &netbuf );
msg = sc_msgRx( SC_ENDLESS_TMO,  select ,  SC_MSGRX_MSGID);
sc_msgFree( &msg);

If user needs it, they can enable IPS_NG_SEND_REPLY message to be sent back to the user process for every
packet sent. The option enabling this feature is SO_SC_RET_BUF. Received IPS_NG_SEND_REPLY should be
examined for error code. If IPS_NG_SEND_REPLY is received with no error, then it means that the packet reached
network device and was sent out to the network. Enabling SO_SC_RET_BUF option automatically disables
SO_SC_RET_ACK and vice versa.

uint8_t  on = 1;
if  ( ips_setOption ( socket ,  SOL_SOCKET,  SO_SC_RET_BUF,  &on,  sizeof ( on))  < 0)  {
Ê //error
}

sc_msg_t msg;
static  const  sc_msgid_t select []  = { IPS_NG_SEND_REPLY,  0};
ips_send( socket ,  &netbuf );
msg = sc_msgRx( SC_ENDLESS_TMO,  select ,  SC_MSGRX_MSGID);
if  ( msg->send. base. error  !=  0)  {
Ê //error sending packet
}
sc_msgFree( &msg);

4.12.7. Closing socket

To close a UDP socket, call ips_close:

ips_close ( &socket);

4.12.8. Using multiple sockets in one process

If process is using multiple UDP sockets and two or more of them enabled packets receiving (SO_SC_ASYNC),
then in order to distinguish to which socket the received IPS_NG_RECEIVE or IPS_NG_ERROR applies, user must
compare handle field of the netbuf (ips_netbuf_t) with handle field of socket object (ips_obj_t).
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4.12.9. UDP socket options

Numerous options can be set for the UDP layer or a UDP socket. Refer to UDP Configuration, ips_setOption and
ips_objTagSet for the list of available settings.

4.13. TCP layer

4.13.1. Introduction

TCP (Transmission Control Protocol) is a protocol that allows reliable, ordered, and error-checked delivery of a
stream of octets (bytes) between applications running on hosts communicating via an IP network. TCP is
connection-oriented, and a connection between client and server is established before data can be sent.

In IPS NG, TCP protocol is provided by TCP layer in the form of sockets.

4.13.2. Opening TCP socket

To open a TCP socket, call ips_open. Third parameter is not used for TCP, so any value can be used.

ips_obj_t  *socket ;

socket  = ips_open( "ipv4" ,  "tcp" ,  0);
if  ( socket  == NULL)  {
Ê //error
}

4.13.3. Binding socket to address/port

Client mode:

If socket is not bound to a specific local IP address, the connection to a remote host will be established using a
local IP address with the best metrics.

TCP socket uses local port for communication. Local port identifies this socket among other TCP sockets in the
system. Binding a socket to a specific port is optional. If socket is not bound prior to initiating connection to a
remote host, the socket’s port number will be chosen from the pool of available ports (49152 - 65535).

Server mode:

If socket is not bound to a specific local IP address, the socket will listen for an incoming connection on all
addresses currently active in the system, incluing localhost.

TCP socket uses local port for communication. Local port identifies this socket among other TCP sockets in the
system. Binding a socket to a specific port is optional. If socket is not bound prior to puttin it into the state of
listening for an incoming connection, the socket’s port number will be chosen from the pool of available ports
(49152 - 65535).

Following examples are common to client and server mode and show ways ips_bind can be used.

ips_addr_t  src_addr  = {  . addr = { 192,  168,  1,  201},  . family  = AF_INET };

//bind to IP:port
if  ( ips_bind ( socket ,  &src_addr ,  htons( 2000))  < 0)  {
Ê //error
}

//or bind only to a specific IP address
if  ( ips_bind ( socket ,  &src_addr ,  IPS_BIND_TO_EPHEMERAL_PORT)  < 0)  {
Ê //error
}

//or bind only to a specific port
if  ( ips_bind ( socket ,  &AF_INET_ADDR_ANY,  htons( 2000))  < 0)  {
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Ê //error
}

There are rules that ips_bind funcion follows. These rules are there to ensure that two sockets don’t bind to the
same address range or port. For details refer to Binding rules for UDP and TCP sockets.

4.13.4. Client mode

Using TCP sockets in client mode means that we are the side which initiates a connection to a remote socket. The
remote socket is listening for an incoming connection.

To establish a TCP connection to a remote host, ips_connect function must be used.

In the following example the remote socket’s address is 192.168.1.32 and it is listening on port 1000 to which our
client socket is trying to connect.

ips_addr_t  addr = {  . addr = { 192,  168,  1,  32},  . family  = AF_INET };

if  ( ips_connect ( socket ,  &addr,  htons( 1000))  < 0)  {
Ê //error
}

4.13.5. Server mode

Using TCP sockets in server mode means that we are the side which waits for an incoming connection from a
remote socket. To allow a remote socket to establish a connection we must switch into listening mode and accept
incoming connections.

Following example is accepting and immediately closing an incoming connection in a loop.

//switch into listening mode
if  ( ips_listen ( socket ,  1)  < 0)  {
Ê //error
}

for  (;;)  {
Ê ips_obj_t *  conn;
Ê ips_addr_t  remoteAddress;
Ê uint16_t  remotePort;

Ê conn = ips_accept ( socket ,  &remoteAddress,  &remotePort);

Ê if  ( conn == NULL)  {
Ê   //error
Ê }  else  {
Ê   //connection established

Ê   //close connection
Ê   ips_close ( &conn);
Ê }
}

4.13.6. Sending data

Once connection to a remote socket is established (in client mode or server mode), the socket can immediately be
used to send data.

Prepare TCP payload to send:

ips_netbuf_t  *netbuf  = ips_alloc ( 7,  SC_DEFAULT_POOL,  SC_FATAL_IF_TMO);
if  ( netbuf  == NULL)  {
Ê //error
}

strcpy (( char * ) IPS_NET_DATA( netbuf ),  "Hello!" );
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Send TCP payload:

ips_send( conn,  &netbuf );

4.13.7. Receiving data

To enable packets receiving, user process must set following socket option by calling ips_setOption function.

uint8_t  on = 1;
if  ( ips_setOption ( conn,  SOL_SOCKET,  SO_SC_ASYNC,  &on,  sizeof ( on))  < 0)  {
Ê //error
}

Once SO_SC_ASYNC option is set, TCP layer starts sending messages to the user process. User process must
check periodically (or at all times the process is inactive) its message queue for asynchronous IPS_NG_ERROR
messages that may be sent by TCP layer to notify user about errors. Following code waits for an incoming TCP
packet (IPS_NG_RECEIVE) and asynchronous errors (IPS_NG_ERROR). To access various properties of the
received TCP packet, use following macros or functions:

• IPS_NET_DATA to get the pointer to TCP payload data

• IPS_NET_DATA_SIZE to get TCP payload data size

• ips_getPeerAddr to get IP address and port of the remote peer

• ips_getLocalAddr to get local IP address and port (in case they are unknown because of binding to
AF_INET_ADDR_ANY or IPS_BIND_TO_EPHEMERAL_PORT)

• IPS_NET_CUR to get the pointer to the TCP header, if needed

Each received TCP packet must be acknowledged by the user process by calling ips_ack.

sc_msg_t msg;
while  ( NULL !=  ( msg = sc_msgRx( SC_ENDLESS_TMO,  SC_MSGRX_ALL,  SC_MSGRX_MSGID)))  {
Ê if  ( msg-> id  == IPS_NG_RECEIVE)  {
Ê   //received TCP packet

Ê   uint8_t  *payload = IPS_NET_DATA( &msg->netbuf );
Ê   uint32_t  payload_size  = IPS_NET_DATA_SIZE( &msg->netbuf );
Ê   ips_addr_t  peer_addr;
Ê   uint16_t  peer_port ;
Ê   ips_addr_t  local_addr ;
Ê   uint16_t  local_port ;
Ê   if  ( ips_getPeerAddr( &msg->netbuf ,  &peer_addr,  &peer_port )  < 0)  {
Ê     //error
Ê   }
Ê   if  ( ips_getLocalAddr ( &msg->netbuf ,  &local_addr ,  &local_port )  < 0)  {
Ê     //error
Ê   }

Ê   ips_ack( conn,  &msg->netbuf );

Ê   sc_msgFree( &msg);

Ê   if  ( payload_size  == 0)  {
Ê     //close connection
Ê     ips_close ( &conn);
Ê     kprintf ( 0,  "Connection close by remote socket \n " );
Ê     break;
Ê   }

Ê }  else  if  ( msg-> id  == IPS_NG_ERROR)  {

Ê   kprintf ( 0,  "TCP error: %d \n " ,  msg->error . base. error );
Ê   //TCP error
Ê   sc_msgFree( &msg);

Ê   //close connection
Ê   ips_close ( &conn);

Ê   break;

Ê }  else  {
Ê   //error - not expected message ID
Ê }
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}

4.13.8. Acknowledgements for sent data

If user needs it, they can enable acknowledge message IPS_NG_ACK to be sent for every TCP payload sent by
the user process to the TCP layer. The option enabling this feature is SO_SC_RET_ACK. When IPS_NG_ACK is
received, then it only means that TCP layer successfully sent the packet to IPv4/IPv6 layer, but sending may still fail
later.

uint8_t  on = 1;
if  ( ips_setOption ( socket ,  SOL_SOCKET,  SO_SC_RET_ACK,  &on,  sizeof ( on))  < 0)  {
Ê //error
}

sc_msg_t msg;
static  const  sc_msgid_t select []  = { IPS_NG_ACK,  0};
ips_send( socket ,  &netbuf );
msg = sc_msgRx( SC_ENDLESS_TMO,  select ,  SC_MSGRX_MSGID);
sc_msgFree( &msg);

4.13.9. Closing connection and socket

To close a TCP connection and socket, call ips_close:

ips_close ( &socket);

4.13.10. Using multiple sockets in one process

If process is using multiple TCP sockets and two or more of them enabled packets receiving (SO_SC_ASYNC),
then in order to distinguish to which socket the received IPS_NG_RECEIVE or IPS_NG_ERROR applies, user must
compare handle field of the netbuf (ips_netbuf_t) with handle field of socket object (ips_obj_t).

It is a common practice to delegate work over an accepted connection to a worker-process. Since socket is
represented by ips_obj_t, it is enough to send this object to the worker-process before setting SO_SC_ASYNC
option with ips_setOption function. It is important to remember that process obtains socket object as a pointer to
ips_obj_t, which in reality is a regular SCIOPTA message, which means that the pointer cannot be simply passed
to a worker-process (passing pointers to messages between processes is a bad practice in SCIOPTA programming
and must be avoided at all cost). Taking this into consideration, there are two ways of passing ips_obj_t between
processes:

• Send ips_obj_t to worker process using sc_msgTx(…):

SC_PROCESS( worker)
{
Ê ips_obj_t  *conn;

Ê conn = ( ips_obj_t  * ) sc_msgRx( SC_ENDLESS_TMO,  SC_MSGRX_ALL,  SC_MSGRX_MSGID);

Ê uint8_t  on = 1;
Ê if  ( ips_setOption ( conn,  SOL_SOCKET,  SO_SC_ASYNC,  &on,  sizeof ( on))  < 0)  {
Ê   //error
Ê }

Ê sc_msg_t msg;
Ê while  ( NULL !=  ( msg = sc_msgRx( SC_ENDLESS_TMO,  SC_MSGRX_ALL,  SC_MSGRX_MSGID)))  {
Ê   if  ( msg-> id  == IPS_NG_RECEIVE)  {
Ê     //received TCP packet

Ê     uint32_t  payload_size  = IPS_NET_DATA_SIZE( &msg->netbuf );

Ê     ips_ack( conn,  &msg->netbuf );

Ê     sc_msgFree( &msg);

Ê     if  ( payload_size  == 0)  {
Ê       //close connection
Ê       ips_close ( &conn);
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Ê       kprintf ( 0,  "Connection close by remote socket \n " );
Ê       break;
Ê     }

Ê   }  else  if  ( msg-> id  == IPS_NG_ERROR)  {

Ê     kprintf ( 0,  "TCP error: %d \n " ,  msg->error . base. error );
Ê     //TCP error
Ê     sc_msgFree( &msg);

Ê     //close connection
Ê     ips_close ( &conn);

Ê     break;

Ê   }  else  {
Ê     //error - not expected message ID
Ê   }
Ê }

Ê sc_procKill ( SC_CURRENT_PID,  SC_PROCKILL_KILL);
}

SC_PROCESS( server )
{
Ê ips_obj_t *  socket ;
Ê socket  = ips_open( "ipv4" ,  "tcp" ,  0);

Ê //bind to port
Ê if  ( ips_bind ( socket ,  &AF_INET_ADDR_ANY,  htons( 1000))  < 0)  {
Ê   //error
Ê }

Ê //switch into listening mode
Ê if  ( ips_listen ( socket ,  5)  < 0)  {
Ê   //error
Ê }

Ê for  (;;)  {
Ê   ips_obj_t *  conn;
Ê   ips_addr_t  remoteAddress;
Ê   uint16_t  remotePort;

Ê   conn = ips_accept ( socket ,  &remoteAddress,  &remotePort);

Ê   if  ( conn == NULL)  {
Ê     //error
Ê   }  else  {
Ê     //connection established

Ê     sc_pid_t  worker_pid = sc_procTmpCreate( "worker" ,  worker,  2048,  SC_DEFAULT_POOL);

Ê     sc_msgTx(( sc_msgptr_t) &conn,  worker_pid,  SC_MSGTX_NO_FLAG);
Ê   }
Ê }
}

• Send a copy of ips_obj_t and use it in a worker-process to fill an allocated message:

#define WORKER_ARGUMENTS_MSGID 0x11220000

union sc_msg {
Ê sc_msgid_t id ;
Ê ips_netbuf_t  netbuf ;
Ê worker_arguments_t worker_arguments;
};

typedef  struct  worker_arguments_s {
Ê sc_msgid_t id ;
Ê uint32_t  worker_argument1;
Ê uint32_t  worker_argument2;
Ê uint32_t  worker_argument3;
Ê ips_obj_t  conn;
}  worker_arguments_t;

SC_PROCESS( worker)
{
Ê worker_arguments_t *args;
Ê ips_obj_t  *conn;

Ê args = ( worker_arguments_t * ) sc_msgRx( SC_ENDLESS_TMO,  SC_MSGRX_ALL,  SC_MSGRX_MSGID);

Ê conn = ( ips_obj_t  * ) sc_msgAllocClr ( sizeof ( ips_obj_t ),
Ê                                    IPS_NG_OBJ,
Ê                                    SC_DEFAULT_POOL,
Ê                                    SC_FATAL_IF_TMO);
Ê //initialize 'conn' using object copy received with worker-process arguments:
Ê memcpy( conn,  &args->conn,  sizeof ( ips_obj_t ));
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Ê sc_msgFree(( sc_msgptr_t) &args);

Ê ...  //use 'conn' object normally
}

SC_PROCESS( server )
{
Ê ips_obj_t *  socket ;
Ê socket  = ips_open( "ipv4" ,  "tcp" ,  0);

Ê //bind to port
Ê if  ( ips_bind ( socket ,  &AF_INET_ADDR_ANY,  htons( 1000))  < 0)  {
Ê   //error
Ê }

Ê //switch into listening mode
Ê if  ( ips_listen ( socket ,  5)  < 0)  {
Ê   //error
Ê }

Ê for  (;;)  {
Ê   ips_obj_t *  conn;
Ê   ips_addr_t  remoteAddress;
Ê   uint16_t  remotePort;

Ê   conn = ips_accept ( socket ,  &remoteAddress,  &remotePort);

Ê   if  ( conn == NULL)  {
Ê     //error
Ê   }  else  {
Ê     //connection established

Ê     sc_pid_t  worker_pid = sc_procTmpCreate( "worker" ,  worker,  2048,  SC_DEFAULT_POOL);

Ê     sc_msg_t msg = sc_msgAllocClr ( sizeof ( worker_arguments_t),
Ê       WORKER_ARGUMENTS_MSGID,
Ê       SC_DEFAULT_POOL,
Ê       SC_FATAL_IF_TMO);
Ê     msg->worker_arguments. worker_argument1 = 0;
Ê     msg->worker_arguments. worker_argument2 = 1;
Ê     msg->worker_arguments. worker_argument3 = 2;
Ê     //make copy of 'conn' object:
Ê     memcpy( &msg->worker_arguments. conn,  conn,  sizeof ( ips_obj_t ));

Ê     sc_msgTx( &msg,  worker_pid,  SC_MSGTX_NO_FLAG);
Ê     ips_objFree ( &conn);
Ê   }
Ê }
}

4.13.11. TCP socket options

Numerous options can be set for the TCP layer or a TCP socket. Refer to TCP Configuration, ips_setOption and
ips_objTagSet for the list of available settings.

4.14. Binding rules for UDP and TCP sockets

When binding a UDP/TCP socket to a specific port and/or address, UDP/TCP layer checks previously bound
UDP/TCP sockets for any conflicts. If there is a socket already bound to the same port number, then binding fails,
otherwise following address binding rules apply.

A UDP or TCP can be one of three types:

• AF_INET socket, which support only IPv4 addresses:

socket  = ips_open( "ipv4" ,  "udp" ,  0);

• AF_INET6 socket, which support IPv6 addresses and IPv4 addresses (IPv4 addresses are encoded as 4to6
addresses):

socket  = ips_open( "ipv6" ,  "udp" ,  0);

• AF_INET6 socket, which support only IPv6 addresses:
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socket  = ips_open( "ipv6" ,  "udp" ,  0);
uint8_t  on = 1;
ips_setOption ( socket ,  SOL_IPV6,  IPV6_V6ONLY,  &on,  sizeof ( on));

4.14.1. Binding AF_INET socket

Socket that is being bound is checked against all other sockets already bound:

Already bound
socket’s type

Already bound socket’s
IP address

Binding to any IPv4
address
(AF_INET_ADDR_ANY)

Binding to specific
IPv4 address

AF_INET Any IPv4 address
(AF_INET_ADDR_ANY)

FAIL FAIL

Specific IPv4 address OK(*) OK (addr different)
FAIL (addr equal)

AF_INET6 IPv6 only Any IPv6 address
(AF_INET6_ADDR_ANY)

OK OK

Specific IPv6 address OK OK

AF_INET6 Any IPv6 and any 4to6 address
(AF_INET6_ADDR_ANY)

FAIL FAIL

Specific IPv6 address OK OK

Any 4to6 address
(AF_INET6_4TO6ADDR_ANY)

FAIL FAIL

Specific 4to6 address OK(*) OK (addr different)
FAIL (addr equal)

OK(*) - No conflict but a packet that matches specific address is served by the socket bound to this specific
address.

4.14.2. Binding AF_INET6 socket

Socket that is being bound is checked against all other sockets already bound:

Already bound
socket’s type

Already bound
socket’s
IP address

Binding to any
IPv6 and any
4to6 address
(AF_INET6_ADD
R_ANY)

Binding to
specific IPv6
address

Binding to any
4to6 address
(AF_INET6_4TO
6ADDR_ANY)

Binding to
specific 4to6
address

AF_INET Any IPv4 address
(AF_INET_ADDR
_ANY)

OK(*) OK FAIL FAIL

Specific IPv4
address

OK(*) OK OK(*) OK (addr
different)
FAIL (addr equal)
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AF_INET6 IPv6
only

Any IPv6 address
(AF_INET6_ADD
R_ANY)

OK(*) FAIL OK OK

Specific IPv6
address

OK(*) OK (addr
different)
FAIL (addr equal)

OK OK

AF_INET6 Any IPv6 and any
4to6 address
(AF_INET6_ADD
R_ANY)

FAIL FAIL FAIL FAIL

Specific IPv6
address

OK(*) OK (addr
different)
FAIL (addr equal)

OK OK

Any 4to6 address
(AF_INET6_4TO
6ADDR_ANY)

OK(*) OK FAIL FAIL

Specific 4to6
address

OK(*) OK OK(*) OK (addr
different)
FAIL (addr equal)

OK(*) - No conflict but a packet that matches specific address is served by the socket bound to this specific
address.

4.14.3. Binding AF_INET6 IPv6 only socket

Socket that is being bound is checked against all other sockets already bound:

Already bound
socket’s type

Already bound socket’s
IP address

Binding to any IPv6 address
(AF_INET6_ADDR_ANY)

Binding to specific
IPv6 address

AF_INET Any IPv4 address
(AF_INET_ADDR_ANY)

OK OK

Specific IPv4 address OK OK

AF_INET6 IPv6 only Any IPv6 address
(AF_INET6_ADDR_ANY)

FAIL FAIL

Specific IPv6 address OK(*) OK (addr different)
FAIL (addr equal)

AF_INET6 Any IPv6 and any 4to6 address
(AF_INET6_ADDR_ANY)

FAIL FAIL

Specific IPv6 address OK(*) OK (addr different)
FAIL (addr equal)

Any 4to6 address
(AF_INET6_4TO6ADDR_ANY)

OK OK

Specific 4to6 address OK OK

OK(*) - No conflict but a packet that matches specific address is served by the socket bound to this specific
address.
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4.15. Using collections

Collection functions allow application to retrieve various information from the IPS NG in the form of a list. Following
lists are possible to obtain:

• ARP cache entries

• DNS servers

• IPv6 addresses assigned to network devices

• IPv6 destination cache

• Network devices registered to IPv6 layer

• IPv6 multicast addresses assigned to network device

• IPv6 neighbors

• IPv6 prefixes

• IPv6 routers

• Network devices registered to link layer

• IPv4 routes

• TCP sockets

• UDP sockets

To get a collection use one of ips_collection*Get functions.

The number of items a retrieved collection holds can be obtained by using one of ips_collection*NoOfItems
functions.

To iterate over items in a collection use ips_collection*First and ips_collection*Next functions.

In case a string representation of a collection item is needed, one of ips_collection*ToString can be used.

The only way to free a collection that is in longer needed is to use ips_collection*Free functions.

NOTE

The collection reply message (IPS_NG_COLLECTION_REPLY), used also by collection functions
listed above, is allocated in an IPS NG layer from IPS control pool "ctrPool" (for example TCP layer
when getting collection of TCP sockets). It is important to define large enough buffer sizes
depending on the collection being retrieved and number of expected collection items. If required
buffer size is not available in the pool, system error will be called. Following table shows how to
calculate required buffer size that needs to be defined in the pool’s buffer sizes.

Collection type Buffer size

ARP cache entries sizeof(ips_collection_reply_t) + N * sizeof(ips_collection_item_arp_t)
where N is a maximum number of ARP cache entries, defined at IPv4 configuration
(arpMaxCache, refer to ipv4_conf_t)

DNS servers sizeof(ips_collection_reply_t) + (N + M) * sizeof(ips_collection_item_dns_t)
where N is a number of permanent DNS servers and M is a maximum number of dynamic
DNS servers. Both parameters are defined during instantiang of a DNS resolver process.
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Collection type Buffer size

IPv6 addresses
assigned to network
devices

sizeof(ips_collection_reply_t) + (N1 + N2 + Nx) *
sizeof(ips_collection_item_ipv6_addr_t)
where x is a maximum number of network devices that will be added to IPv6 layer
(ipv6_devConfigure),
and N1..Nx are a maximum number of IPv6 addresses configured for each network device
(ipv6_cache_size, refer to ips_dev_ipv6_config_t).

IPv6 destination
cache

sizeof(ips_collection_reply_t) + (N1 + N2 + Nx) *
sizeof(ips_collection_item_ipv6_destination_t)
where x is a maximum number of network devices that will be added to IPv6 layer
(ipv6_devConfigure),
and N1..Nx are a destination cache size configured for each network device
(nd6_destination_cache_size, refer to ips_dev_ipv6_config_t).

Network devices
registered to IPv6
layer

sizeof(ips_collection_reply_t) + N * sizeof(ips_collection_item_ipv6_dev_t)
where N is a maximum number of network devices that will be added to IPv6 layer
(ipv6_devConfigure).

IPv6 multicast
addresses assigned
to network device

sizeof(ips_collection_reply_t) + (x * 2 + N1 + N2 + Nx) *
sizeof(ips_collection_item_ipv6_mcaddr_t)
where x is a maximum number of network devices that will be added to IPv6 layer
(ipv6_devConfigure),
and N1..Nx are a maximum number of IPv6 addresses configured for each network device
(ipv6_cache_size, refer to ips_dev_ipv6_config_t).

IPv6 neighbors sizeof(ips_collection_reply_t) + (N1 + N2 + Nx) *
sizeof(ips_collection_item_ipv6_neighbor_t)
where x is a maximum number of network devices that will be added to IPv6 layer
(ipv6_devConfigure),
and N1..Nx are a neighbor cache size configured for each network device
(nd6_neighbor_cache_size, refer to ips_dev_ipv6_config_t).

IPv6 prefixes sizeof(ips_collection_reply_t) + (N1 + N2 + Nx) *
sizeof(ips_collection_item_ipv6_prefix_t)
where x is a maximum number of network devices that will be added to IPv6 layer
(ipv6_devConfigure),
and N1..Nx are a prefix cache size configured for each network device
(nd6_prefix_cache_size, refer to ips_dev_ipv6_config_t).

IPv6 prefixes sizeof(ips_collection_reply_t) + (N1 + N2 + Nx) *
sizeof(ips_collection_item_ipv6_router_t)
where x is a maximum number of network devices that will be added to IPv6 layer
(ipv6_devConfigure),
and N1..Nx are a routers cache size configured for each network device
(nd6_routers_cache_size, refer to ips_dev_ipv6_config_t).

Network devices
registered to link
layer

sizeof(ips_collection_reply_t) + N * sizeof(ips_collection_item_link_dev_t)
where N is a maximum number of network devices that will be added to link layer
(link_devRegister).

IPv4 routes sizeof(ips_collection_reply_t) + N * sizeof(ips_collection_item_route_t)
where N is a maximum number of IPv4 routes (ipv4_routeAdd). Normally routes are
added by a user application (for example in Routing process) and/or by DHCP client
process in which case two routes are added per network device.
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Collection type Buffer size

TCP sockets sizeof(ips_collection_reply_t) + N * sizeof(ips_collection_item_socket_tcp_t)
where N is a maximum number of TCP sockets opened by ips_open

UDP sockets sizeof(ips_collection_reply_t) + N * sizeof(ips_collection_item_socket_udp_t)
where N is a maximum number of UDP sockets opened by ips_open. This number can be
unlimited or set to a fixed value at UDP process configuration (refer to UDP
Configuration).
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4.16. IPv4 vs IPv6

IPS NG is a dual stack. It means that it supports IPv4 and IPv6 protocols simultaneously. It can also be configured
to support only IPv4 protocol or only IPv6 protocol. Refer to IPS module for information about which processes are
required/optional for IPv4 and IPv6.

IPS NG uses ips_addr_t structure to store an IP address. There are three types of IP addresses in IPS NG:

• IPv4 address

• IPv6 address

• 4to6 address used by UDP and TCP to allow an IPv6 socket to handle IPv4 connections also.

Chapter ips_addr_t describes how each address type is encoded.

There is a set of functions to manipulate IP addresses:

• Address presentation - functions to convert an IP address to and from human-readable presentation

• Address conversion - function to convert IPv4 address to 4to6 address.

• IPv6 addresses - functions to manipulate IPv6 addresses.

Refer also to chapter IPv4 addresses and IPv6 addresses for more information.

4.16.1. IPv4-only sockets

If UDP or TCP is created using "ipv4" as an argument to ips_open:

socket_udp = ips_open( "ipv4" ,  "udp" ,  0);
socket_tcp  = ips_open( "ipv4" ,  "tcp" ,  0);

then such socket will work only with IPv4 protocol and will accept only IPv4 ips_addr_t addresses (AF_INET
family).

4.16.2. Dual IPv4/IPv6 sockets

If UDP or TCP is created using "ipv6" as an argument to ips_open:

socket_udp = ips_open( "ipv6" ,  "udp" ,  0);
socket_tcp  = ips_open( "ipv6" ,  "tcp" ,  0);

then such socket will work with both IPv4 and IPv6 protocols and will accept only IPv6 and 4to6 ips_addr_t
addresses (AF_INET6 family).

NOTE

When using ips_getLocalAddr or ips_getPeerAddr functions to get local or remote address of a
packet coming from a dual socket (both UDP and TCP), the returned ips_addr_t will contain
either IPv4 address (AF_INET) or IPv6 address (AF_INET6). If remote IPv4 address is further
needed, for example to send back some datagram using the same dual UDP socket, then
ips_convertTo4to6Addr must be used to convert IPv4 address to 4to6 address, which can then
be accepted by the dual socket. In contrast, TCP_SOCK_TAG_CONN_LOCAL_ADDRESS and
TCP_SOCK_TAG_CONN_REM_ADDRESS tags always return either 4to6 or IPv6 address (both
AF_INET6), depending on the underlying protocol (IPv4 or IPv6).

4.16.3. IPv6-only sockets

If UDP or TCP is created using "ipv6" as an argument to ips_open and SOL_IPV6/IPV6_V6ONLY option is set:
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uint8_t  on;

on = 1;
socket_udp = ips_open( "ipv6" ,  "udp" ,  0);
ips_setOption ( socket_udp,  SOL_IPV6,  IPV6_V6ONLY,  &on,  sizeof ( on));

on = 1;
socket_tcp  = ips_open( "ipv6" ,  "tcp" ,  0);
ips_setOption ( socket_tcp ,  SOL_IPV6,  IPV6_V6ONLY,  &on,  sizeof ( on));

then such socket will work only with IPv6 protocol and will accept only IPv6 ips_addr_t addresses (AF_INET6
family).
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4.17. VLAN

4.17.1. Introduction

Virtual Local Area Network (VLAN) is a virtual (logical) network that is isolated from a physical network in a
computer network. The protocol most commonly used in Ethernet networks to create virtual networks is IEEE
802.1Q. Under this protocol up to 4094 virtual networks are possible. A network packet that belongs to a virtual
network is created by adding 4-byte 802.1Q header after source MAC address in this packet.

4.17.2. VLAN in network device driver

Refer to VLAN for details about implementing VLAN IDs in network device driver.

4.17.3. VLAN in IPS NG

IPS NG does not directly handle 802.1Q protocol headers (removing it from incoming and adding to outgoing
packets). This task is assigned to network device driver. After network device driver registers itself with IPS NG link
layer (link_devRegister function), user application is responsible for adding VLAN IDs of virtual networks it wishes
to join, to network device driver. It is achieved by calling ips_objTagSet function with network device object,
IPS_DEV_TAG_ADD_VLAN_ID tag and VLAN ID as parameters. VLAN ID can also be removed at any time by
calling ips_objTagSet function with IPS_DEV_TAG_RM_VLAN_ID tag. Refer to VLAN for details about how to
implement VLAN IDs adding and removing in network device driver. In addition, every IPS NG example contains file
route.c, which, apart from setting routes and IPv6 addresses, can also be used to add VLAN IDs to network
devices.

IPS NG provides an interface for user application to set PCP (Priority code point) and DEI (Drop eligible indicator)
fields of the IEEE 802.1Q headers of outgoing Ethernet packets. There are two ways of setting these fields:

• If application is using sockets (UDP layer, TCP layer, Raw access to IPv4 packets or Raw access to IPv6
packets), PCP and DEI fields can be set by using function ips_setOption with socket options
SO_SC_VLAN_PCP and SO_SC_VLAN_DEI. Every packet that is sent by the socket, will have these fields set
to the requested values.

• If user wants to implement custom protocols on top of one of IPS NG layers (for example Custom protocols
on top of IPv4) or send ips_netbuf_t directly to network device driver (Access from user process), then user
application must use pkttype field of ips_netbuf_t. Refer to ips_netbuf_t on details how to set PCP and DEI
values.

For IPS NG it is strongly recommended to use following conventions of names used by network device drivers
when they register themselves with IPS NG link layer (name "eth0" as an example):

• eth0 - this network device represents non-VLAN network.

• eth0_XXX - this network device represent VLAN network, where XXX is a VLAN ID in hexadecimal format
(capital letters), for example eth0_01A.

Refer to Registering with link layer for details about how network device drivers register themselves with IPS NG
link layer.

4.18. Log

IPS NG allows printing log messages from various components with different levels of details.

Firts step to enable log messages to be printed from a particular component, is to set preprocessor defines in
ips_config.h accordingly. Following is the list of preprocessor defines. For non-zero value, the log code will be
compiled-in. For zero value, the log code will be removed.

IPS Manual

130



• IPS_CNF_LINK_LOGD_ENABLED

• IPS_CNF_IPV4_LOGD_ENABLED (IPv4, RAW IPv4 sockets, ARP and Router messages)

• IPS_CNF_IPV6_LOGD_ENABLED (IPv6 and RAW IPv6 sockets)

• IPS_CNF_ICMP_LOGD_ENABLED

• IPS_CNF_ICMP6_LOGD_ENABLED

• IPS_CNF_IGMP_LOGD_ENABLED

• IPS_CNF_UDP_LOGD_ENABLED

• IPS_CNF_TCP_LOGD_ENABLED

• IPS_CNF_DNS_LOGD_ENABLED

If log is enabled with following preprocessor defines, then initial log level can also be configured in ips_config.h,
using following defines:

• IPS_CNF_LINK_LOGD_LEVEL

• IPS_CNF_IPV4_LOGD_LEVEL (IPv4, RAW IPv4 sockets, ARP and Router messages)

• IPS_CNF_IPV6_LOGD_LEVEL (IPv6 and RAW IPv6 sockets)

• IPS_CNF_ICMP_LOGD_LEVEL

• IPS_CNF_ICMP6_LOGD_LEVEL

• IPS_CNF_IGMP_LOGD_LEVEL

• IPS_CNF_UDP_LOGD_LEVEL

• IPS_CNF_TCP_LOGD_LEVEL

• IPS_CNF_DNS_LOGD_LEVEL

Once log is enabled at IPS NG library compilation time, it is possible to enable and disable log messages for
different IPS_NG components. To enable log, use function ips_logEnable or message
IPS_NG_LOG_ENABLE(_REPLY). To disable log, use function ips_logDisable or message
IPS_NG_LOG_DISABLE(_REPLY).
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5. API

5.1. Structures and enumerations

5.1.1. Configuration

5.1.1.1. ips_conf_t

5.1.1.1.1. Description

This structure is used for IPS NG configuration.

5.1.1.1.2. Syntax

typedef  struct  ips_conf_s  {
Ê uint32_t  cache_alignment;
}  ips_conf_t ;

5.1.1.1.3. Fields

cache_alignment Host memory cache alignment (a number which is power of 2). Specifying a
correct value increases IPS NG performance.
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